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1 Review: OSI model & Routing
OSI Layers

· Application ( provides network services to user applications 
· Presentation ( data representation and code format (compression and encryption) ( negotiation of data transfer syntax
· Session ( establishes, maintains, and manages sessions between apps 
· Transport ( segments and reassembles data into a data stream ( virtual connection providing reliable transport
· Network ( path determination and best effort delivery   
· Data link ( error notification, network topology, and flow control. 
· Physical ( electrical, mechanical, procedural, and functional standards
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PDUs & Encapsulation

[image: image1]
Ethernet and IEEE 802.3

· Ethernet and IEEE 802.3 ( LAN specifications, which operate at 10 Mbps over coaxial and twisted-pair cable. 
· 100-Mbps Ethernet ( A single LAN specification, also known as Fast Ethernet, which operates at 100 Mbps over twisted-pair cable. 
· 1000-Mbps Ethernet ( A single LAN specification, also known as Gigabit Ethernet, which operates at 1000 Mbps (1 Gbps) over fibre and twisted-pair cables. 
Note: Ethernet is often used for all (CSMA/CD) LANs that generally conform to Ethernet specs (inc. IEEE 802.3)
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NIC (MAC) Addressing

· Each interface has a unique Layer 2 MAC address
· Flat address space (doesn’t scale to internetworks)
· inefficient and unusable as the network scales

· needs hierarchical address space (layer 3)

· Programmed into device by manufacturer
· Two formats for MAC addresses: 
· 0000.0c12.3456 and 00-00-0c-12-34-56
· Addresses are derived in two parts
· the manufacturing (MFG) code and the unique identifier
· The IEEE assigns the MFG code to each vendor
· The vendor then adds a unique identifier
Network Interface 

· Ethernet
· transceiver and transceiver cable
· IEEE 802.3
· Workstation connection 

· Attachment Unit interface AUI
· AUI connects to a Transceiver which connects to cable
· called a Media Attachment Unit (MAU)
Network Layer
· Internet Protocol (IP) ( connectionless, best-effort delivery routing of datagrams
· Internet Control Message Protocol (ICMP) ( provides control and messaging capabilities
· Address Resolution Protocol (ARP) ( determines data link layer addresses for known IP addresses. 
· Reverse ARP (RARP) ( determines network addresses when data link layer addresses are known. 
Network and Subnet Addresses

· [image: image57.jpg]


32 bit logical address space
· IP packet must reach network before targeting to host
· Above network is divided into 4 subnets
· These are not visible outside the network
Routers

· Routers connect different networks
· Networks may be different type (diff model routers)
· Ethernet, Token Ring, and FDDI LANs
· serial, ISDN and other WANs
· May be LAN to LAN or LAN to WAN
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Route packets from source to destination
· Router functions
· best path determination
· switching from input port to appropriate output port
· for selected path
· Routing reduces the overhead of broadcasting data
ICMP messages

· carried in IP datagrams 
· [image: image59.jpg]


used to send error and control messages. 
· Destination unreachable 
· Time exceeded 
· Parameter problem 
· Source quench 
· Redirect 
· Echo & Echo reply 
· Timestamp & Timestamp reply 
· Info request & Info reply 
· Address request & Address reply 
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ICMP

· ICMP is used for:
· Ping (echo request)
· Trace route (using TTL & time exceeded)
Address Resolution Protocol (ARP)

· Host has destination IP address
· Looks up ARP table to get MAC address for frame 
· If no MAC address in table:
· Broadcast ARP request with destination IP address
· Destination host (or intermediary) replies with its MAC address
Routing

· Packets are routed from source to destination using IP addresses
· Packets are forwarded hop by hop in layer 2 frames appropriate to the segment 
The Routing Process:
· A packet is received & passed to the DLL
· The destination frame (MAC) address is checked 
· If a match ( the frame is discarded & the IP packet is passed to the network layer
· If not a match ( the routing protocol looks up the destination IP address in its routing table
· It puts the packet in the queue for the appropriate output port
· The packet is placed in a frame with the next hop Mac address and sent out the port (could be a diff frame to input)
Routing Table

· Static Routes

· Entered by system administrator
· Must be manually updated on network topology change
· Reduces bandwidth as not swapped between routers
· Allows sections of the network to be hidden
· Useful if only one network path option (stub network)
· Dynamic Routes

· Routers periodically or on change exchange routing info
· Routers build up a routing table over a period of time
· The time taken to build a full table is called convergence
· Tables then adjust automatically to topology changes
Default Route

· A routing table cannot have entries for the entire Internet
· Generally if a route is not known it is not in the current network
· In this case the packet is forwarded to a node which has access to other networks
· A host gateway will be the local router
· The local router gateway will be the organizations router
· The organizations gateway will be the ISP’s router
· The ISP’s gateway will be the IAP router
· Each is the default gateway for that device
Routed and Routing Protocols

Routed protocol 

· Provides info to allow packets to be forwarded from source to destination based on the addressing scheme. 
· Routed protocols define the format and use of the fields within a packet. 
· IP is an example of a routed protocol. 
Routing protocol 

· A routing protocol allows routers to communicate with other routers to update and maintain tables.
· Performs best path selection and forwarding of packets 
· TCP/IP examples of routing protocols are:
· Routing Information Protocol (RIP)
· Interior Gateway Routing Protocol (IGRP)
· Enhanced Interior Gateway Routing Protocol (Enhanced IGRP)
· Open Shortest Path First (OSPF) protocol. 
Router Functions

· Router functions:  
· Maintenance of a routing table
· Timely distribution of routing updates to other routers 
· Routing protocol describes: 
· How updates are sent 
· What knowledge is contained in these updates 
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When to send this knowledge 
· How to locate recipients of the updates 
Interior and Exterior Routing Protocols 

· Exterior routing protocols are used to communicate between autonomous systems. 

· Interior routing protocols are used within a single autonomous system.   
Types of Routing Protocols

Three types:
· Distance-vector routing protocol
· determines the direction (vector) & distance to any link in the network. 
· Link-state routing protocol 
· also called the shortest path first [SPF] protocol
· builds an image of the full network topology
· Balanced-hybrid protocol
· combines aspects of the link-state and distance-vector protocols. 

Time to Convergence

· The time it takes all the routers in a network to share an accurate and consistent view of the network
· Key issue for evaluating the performance of routing protocols
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Distance Vector (DV) Routing

· Routers periodically receive routing table from neighbours
· A router adds a DV number (# of hops) to each dest
· This provides a next hop address & hop count for each destination
· the updated routing table is then swapped after the next interval
· Each router only knows the next hop towards a destination
· They do not have entries for intermediate hops to a dest (full path)
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Link State (LS) Routing

· Maintain a full database of topology (all nodes and links)
· LS uses:
· link-state advertisements (LSAs)
· a topological database
· the SPF protocol
· the resulting SPF tree
· a routing table of paths & ports to each network.
Comparison of DV to LS

· DV obtains all routing info from neighbours 
· LS accumulates LSAs from neighbours & distant routers
· DV gets best path by adding metric to value in neighs table 
· LS separately calculates shortest path to destinations
· DV topology change updates come in periodic table updates 
· tables pass from router to router and may result in slow convergence
· LS updates usually are triggered by topology changes
· relatively small LSAs passed to all other routers
· usually result in faster time to converge on topology change
· broadcast through entire network consumes bandwidth
Types of Routing Protocols

· RIP ( A distance-vector routing protocol 
· IGRP ( Cisco's distance-vector routing protocol 
· OSPF ( A link-state routing protocol 
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EIGRP ( A balanced-hybrid routing protocol
Router Setup Commands

· Router(config-if)# ip address ip-address subnet-mask

· assign IP address to interface
· start processing on the interface
· Router(config)# term  ip netmask-format

· set format of network mask as seen in show commands
· Router(config)# router rip

· sets routing protocols to RIP
· Router(config)# network ip-address

· sets the connected network addresses
Characteristics of RIP

· RIP
· distance-vector routing protocol
· hop count is used as the metric for path selection
· maximum hop count is 15
· routing updates are broadcast every 30 seconds (default)

· router rip - Selects RIP as the routing protocol
· network 1.0.0.0 - Specifies a directly connected network
· network 2.0.0.0 - Specifies a directly connected network
· The Cisco A router interfaces connected to networks 1.0.0.0 & 2.0.0.0 will send & receive RIP updates
Transport Layer

· Segments & interleaves upper layer data
· Establishes an end to end connection
· Sends segments from one host to another
· Provide virtual connection
· Accumulate & reorder packets and recreate data flow
· Optionally ensures data reliability
· Acknowledgements
· Retransmission
· Flow control
· sliding windows (# of bytes)
· Minimizes control overhead (minimum acks)
· Use buffering and avoid buffer overflows
	· By using layers, the OSI reference model simplifies communication between two computers.
· Each layer's protocol exchanges info, called PDUs, between peer layers.  

· Each layer depends on the service function of the OSI reference model layer below it. The lower layer uses encapsulation to put the PDU from the upper layer into its data field; then, it can add whatever headers and trailers the layer will use to perform its function.  

· The term Ethernet is often used to refer to all CSMA/CD LANs that generally conform to Ethernet specifications, including IEEE 802.3.
· The Ethernet and 802.3 data links provide data transport across the physical link that joins two devices.
· IP provides connectionless, best-effort delivery routing of datagrams. It is not concerned with the content of the datagrams, but it looks for a way to move the datagrams to their destination.  

· ICMP messages are carried in IP datagrams and are used to send error & control messages.  

· ARP is used to map a known IP address to a MAC sublayer address to allow communication on a multiaccess medium, such as Ethernet.  

· The switching function allows a router to accept a packet on one interface & forward it on a second interface.
· Routed protocols are network protocols that provide enough info in the network layer address to allow a packet to be forwarded from host to host based on the addressing scheme.
· Routing protocol supports routed protocols by providing mechanisms for sharing routing info. Routing protocol messages move between the routers.
· Most routing protocols can be classified into one of two basic protocols: distance-vector or link-state.  

· Routers must be capable of seamlessly handling packets encapsulated into different lower-level frames without changing the packets' Layer 3 addressing.
· Examples of IP routing protocols include RIP, IGRP, OSPF, and EIGRP.  

· Transport-layer services allow users to request reliable data transport between hosts and destinations. 




	Segmenting and Interleaving
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· Port number identifies upper layer protocol

	3 Way Handshake

[image: image3]


	Data Transfer
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	Sliding Windows Acknowledgements
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· Note 5 not received as Ack 5 (next expected is 5)
· After 5 received Ack 7 (as 6 received before 5)
	Sliding Windows
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2 LAN Switching
Limitations of Ethernet/802.3 LANs 

· CSMA/CD (collision sense multiple access collision detect) ( only one station transmits at a time 

· Multimedia and broadcasts create congestion 

· Latency:
· as the frames travel across Layer 1 medium
· and through Layer 1, 2, and 3 networking devices
· due repeaters used to extend distances
Half Duplex Ethernet Design

· Simplex (1-way only)
· half-duplex (both ways, one at a time)
· full-duplex (both ways, at the same time)
· Ethernet is half duplex (both ways, one at a time)
· Use the same set of wires for send and receive
· So must use collision detection
· Check to see if network is busy 
· if not transmit
· if collision detected send jam signal 
· back off for a random time interval
· More hosts mean more collisions reduced bandwidth
Bandwidth Requirements

[image: image7]
Latency (delay)

· Latency = time for a frame or packet to travel from src to dest
· Sources of latency:
1. NIC delay
· time to generate and interpret voltage pulses
· typically around 1 microsecond for 10BASE-T
2. Propagation delay as signal travels down the cable
· .556 microseconds per 100 m (for Cat 5 UTP)
· the slower nominal velocity of propagation (NVP) of the cable, the more the propagation delay.
3. Processing delay within devices (routers > switches)
· More devices means increased delay
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10 Base-T Transmission Times

· Bit time is the time to transmit one bit
· 10Mbps = 100ns
· Transmission times for different size frames

· As speed increases 10M, 100M 1000M

· Transmission times reduce by a factor of 10

· Latency ( time required to reach destination:
· NIC delays
· propagation delays
· layer 1, 2, or 3 device delays.

Repeaters

· repeaters and hubs [layer 1 devices] regenerate & retime the signal
· increase the distance of the media

· BUT also increases collision & broadcast domain

· Ethernet 5-4-3-2-1 rule ( max 4 repeaters or hubs to extend the network
Full Duplex Ethernet

[image: image8]
· NICs require full duplex capabilities

· use of two pairs of wires in the cable
· and switched connection between each node
· Use in 10BASE-T, 100BASE-TX, or 100BASE-FX
· Connection is considered point-to-point
· tx - rx and rx - tx connection between adjacent nodes
· collision free
· Ethernet may use 50%-60% of b/w (collisions and latency)
· Full duplex utilizes 100% of the bandwidth
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Segmenting a Network

· Divide network into segments using bridge switch or router to reduces collision domains
· Typically switches are used more often than bridges
Bridges (Layer 2)

· Forward data frames according to MAC addresses 
· learn a network's segmentation from the source addresses of frames coming into the device
· Bridges and switches reduce the collision domain
· But maintain the same broadcast domain (FF-FF-FF-FF-FF)
· bridges are transparent to the other devices 
· They don’t communicate like routers
· Bridges are store-and-forward device 
· examine the destination address field
· calculate the CRC in the frame check sequence field
· This must be done before forwarding the frame to ports 
· If port busy frame can be stored until the port is available
· This processing increases latency by 10%-30%. 
Broadcast and Collision Domains
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Bridge Tables
· Initially table is empty
· Transmission occurs from top left host to top right host
· frame arrives from 0260.8c01.1111 on port E0
· This provides the destination port for 0260.8c01.1111
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Segmenting with Routers

· Routers can be used for segmentation
· Segmentation is based on a logical hierarchical address structure
· But main purpose is best path selection and switching
· Frame must be disassembled and reassembled
· Processing and table lookup adds latency over switch

· Routers add control overhead of routing protocol (topology updates)
Segmentation with LAN Switches

· Switches evolved from and generally have replaced bridges
· Switches are faster and can be used to create VLANs
· Segmentation
· switches are used to segment network
· Microsegmentation
· only one host per segment
· this creates a collision free domain
· Create point to point connections between segments
· Each connection is a virtual circuit
· The virtual circuit exists only exists when required
· each virtual circuit has the full network bandwidth
· Bridges and routers switch in software, switches use hardware (faster)
· Switches (& bridges) operate at the DLL with a flat address structure 
Switch Functions

· A switch examines the incoming frame

· If it does not have a switch table entry for the dest

· It updates its table and broadcasts the frame
· If the destination is in the table

· If the destination is on the incoming segment ( the frame is not passed on

· If the frame is on another segment ( the frame is switched to the appropriate port
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· Switch functions

· Switch packets between segments
· Maintain the switching table
Microsegmentation

· Switched one-to-one virtual circuits only exist for duration of connection

· Two hosts have a dedicated physical connection

· Switching is very fast as it is done in hardware
Switch Tables 

· A switch learn address of devices on the network
· read the source address of each packet transmitted
· noting the port where the frame entered the switch
· adds this info to its forwarding database
· Switch tables
· addresses are stored in content-addressable memory (CAM)
· each time an address is stored, it is time stamped
· each time an address is referenced or found in CAM, it receives a new time stamp.
· addresses that are not referenced during a set period of time are removed from list.
Symmetric Switching

· A symmetric switch provides switched connections between ports with the same bandwidth (eg: 10/10Mbps)
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Asymmetric Switching

· Client server architecture
· Connect multiple low speed ports to high speed port (eg: 10/100Mbps)
· Reduce network bottlenecks
· Requires memory buffering
Memory Buffering

Two methods used to buffer packets:
· port-based memory buffering
· shared memory buffering
1. Port-based memory buffering
· packets stored in queues linked to specific incoming ports
· packet only transmitted when it moves to start of queue
2. Shared memory buffering
· packets stored in shared memory accessible to all ports
· packets don’t move between receive & transmit
· memory dynamically allocated (can handle large packets)
· Map maintained of port where packet is to be transmitted
Switching Methods

· Store-and-forward
· entire frame is received before any forwarding takes place
· filters are applied before the frame is forwarded
· latency while the frame is received (> with larger frames)
· error detection high as checked while receiving frame 
· Cut-through
· read destination address before receiving the entire frame
· frame is then forwarded before the entire frame arrives
· decreases the latency of the transmission 
· BUT has poor error detection. 
· Two forms of cut-through switching:
· Fast-forward
· Fragment-free
Cut-through Switching

· Fast-forward switching
· lowest level of latency 
· forwarding a packet after receiving the dest address.
· packets may be relayed with errors
· Fragment-free switching
· filters out collision fragments before forwarding 
· collision fragments must be smaller than 64 bytes
· anything greater than 64 bytes is a valid packet 
· and it is usually received without error
· Packets are forwarded when found to be collision free.
· latency is the first bit in to the first bit transmitted
[image: image71.jpg]b A-Collsion domain = 24 hoste
th average = 100 Mbps/24 host = 4.167 Mbps per host

Hub: ot domaie s S st

Bandwidth average = 100 Mbps/2 host = 12.5 Mbps per host
Hub C: Collision domain = 24 hosts

Bandwith average = 10 Mbps/24 host = 4167 Mbps per host
Hub D: Colision domin = 8 hosts

Bandwiih average = 10 Mops/8 host = 1.25 Mbps per host





Virtual LAN (VLAN)
· Switches divide a network in smaller collision domains, BUT still one large broadcast domain
· VLAN is:
· logical grouping of network devices or users
· not restricted to a physical switch segments
· a single broadcast domain
· is treated like a subnet
· VLAN setup is done in the switch by software
· Standard is IEEE 802.1Q (but vary between vendors)
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Spanning Tree Protocol (STP)

· Uses a Spanning-Tree Algorithm to prevents loops
· Prunes topology to a minimal spanning tree
· Allows redundant links, BUT breaks loops by placing some connections in a standby mode
· Resilient to topology changes and device failure
· Switches exchange spanning-tree frames at regular intervals
· called bridge protocol data units (BPDUs)
5 STP States

· The Spanning-Tree Protocol states are as follows:
· Blocking ( No frames forwarded, BPDUs heard 
· Listening ( No frames forwarded, listening for frames 
· Learning ( No frames forwarded, learning addresses 
· Forwarding ( Frames forwarded, learning addresses 
· Disabled ( No frames forwarded, no BPDUs heard 
· show spantree command ( display status, cost, and priority of ports & VLANs
· Ports can be configured to immediately enter Spanning-Tree Protocol forwarding mode when a connection is made (eg: if immediate access to server is required)… instead of following the usual sequence of blocking, learning, and then forwarding. 
	· The combination of more powerful computers/workstations & network-intensive applications has created a need for bandwidth much greater than the 10 Mbps available on shared Ethernet/802.3 LANs. 

· As more people utilize a network to share large files, access file servers, & connect to the Internet, network congestion occurs.

· A network can be divided in smaller units, called segments ( each segment is considered its own collision domain.

· In a segmented Ethernet LAN, data passed between segments is transmitted across the network by a bridge, switch, or router.
· A LAN that uses a switched Ethernet topology creates a network that behaves like it only has two nodes – sender & receiver. 

· A switch segments a LAN into microsegments, creating collision-free domains (bandwidth domains) from one larger collision domain.

· Switches achieve high-speed transfer and packet forwarding by reading the destination MAC address of the packet, much the way a bridge does.

· Ethernet switching increases available bandwidth on a network by creating dedicated network segments (point-to-point connections) & connecting those segments in a virtual network within the switch.
· An asymmetric LAN switch provides switched connections between ports of unlike bandwidth (eg: 10-Mbps & 100-Mbps ports).
· Symmetric switching is where all ports have the same bandwidth.  

· Two switching modes can forward frames through a switch: store-and-forward & cut-through. 

· VLAN ( a grouping of network devices or users that is not restricted to a physical switch segment. 

· The main function of the Spanning-Tree Protocol is to allow duplicate switched/bridged paths without suffering the latency effects of loops in the network.




3 VLANS
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VLANs

· Generally workstations must be grouped by their physical proximity to a switch (or plugged in to closest hub)

· VLANs allow almost complete independence of the physical and logical topologies
· Group workstations on different LAN segments into virtual workgroups (even if they are separated by switches)

· This creates:
· one VLAN
· one collision domain
· and one broadcast domain

Introduction to VLANs

· VLAN interconnected by common backbone

· logically segment the physical LAN into subnets
· or broadcast domains for Ethernet 
· Remove physical boundaries

· Broadcast frames are switched only between ports within the same VLAN.   
	VLAN and Physical Boundaries

[image: image10]

	Transporting VLANs Across Backbones
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Advantages of a VLAN

· VLANs work at Layer 2 & Layer 3 of the OSI reference model. 
· Communication between VLANs is provided by Layer 3 routing. 
· VLANs provide a method of controlling network broadcasts. 
· The network administrator assigns users to a VLAN. 
· VLANs can increase network security by defining which network nodes can communicate with each other. 
The Role of Routers in VLANs

· Routers & VLANs are complimentary
· Routers
· Path determination using scalable hierarchical address space

· Route between VLANs and networks

· Firewalls

· Subnet for bandwidth and security management

· Layer 3 routing facilities may be embedded within a switch
VLAN Implementation
Two possible ways to implement a VLAN:
1. Frame filtering
· uses the MAC addresses already within frame
· requires an appropriate filter table in each switch

2. Frame tagging
· extra info (unique identifier) is added to header of frame
· this identifies which VLAN the frame belongs
· More efficient and scalable than maintaining filter tables

· VLAN number / MAC address (like network / host address in router)

· IEEE's preferred implementation is frame tagging ( IEEE 802.1q

VLAN
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VLAN Setup

· Make filtering and forwarding decision on metrics
· Rules are set by administrator
· Hosts are assigned to VLAN groups
· Can group by MAC address or network protocol type
· Can forward, filter or broadcast
VLAN implementation

Three VLAN implementation methods to assign a switch port to a VLAN:
· port-centric
· static
· dynamic
1. Port-Centric VLANs
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· Users are assigned to port (simple to administer)
· provides increased security between VLANs
2. Static VLANs
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· Ports are statically assigned to a VLAN (like static routes on a router)
· Diff to previous as 2 nodes on different VLANs could be assigned to the same port 

· hence needs specific host entry manually assigned to port

· like a static route in a routing table

3. Dynamic VLANs
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· Switch is pre-programmed with MAC addresses and VLAN numbers
· VLANS assigned from central Management s/w
· VLAN group can be based on
· MAC address, logical address or network protocol type

· Hence may need to examine layer 3 info 

· can then 
· can recognize when a host switches ports ( initially MAC address is sent to Management s/w

· port is then reconfigured for host

· notification when unrecognized user enters network

· extra admin as needs a database of all network users

· Dynamic BUT NO sharing of switching tables like routers
Benefits of VLANs

· VLAN switches make network restructuring simpler
· VLAN switch (right side of next diagram)
· hosts can share the same subnet regardless of location

· as long as they stay part of the same VLAN

· move simply requires reconfiguration of the switch port

· may use a common backbone, high-bandwidth, high-capacity backbone through organization
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· Router (left side of next diagram)
· Segmentation using subnets

· requires physical proximity to relevant subnet  hub/switch

· may requires reassignment of IP addresses on move
1. VLAN traffic is allowed & encouraged beyond local switch for interconnectivity across physical boundaries and also for logical grouping of users
· needs high speed corporate backbone with security
2. Alternatively VLAN switches can be used to reduce broadcast domains
Network Security

· Shared VLANs have security issues

· Segment the network into multiple broadcast groups 
· Restrict the number of users in a VLAN group
· Prevent joining without approval from network management app
· ports are grouped based on application type and access privileges
· station addresses, application types, protocol types, or time of day
· can also use router Access Control Lists (ACLs)
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	· An Ethernet switch ( is designed to physically segment a LAN into individual collision domains. 

· A typical LAN ( is configured according to the physical infrastructure it connects. 

· In a LAN that uses LAN switching devices, VLAN technology is a cost-effective & efficient way of grouping network users into virtual workgroups, regardless of their physical location. 

· VLANs work at Layer 2 & Layer 3 of the OSI reference model. 

· Important to any VLAN architecture is the ability to transport VLAN info between interconnected switches & routers that reside on the corporate backbone. 

· The problems associated with shared LANs & switches are causing traditional LAN configurations to be replaced with switched VLAN networking configurations.
· The most common approaches for logically grouping users into distinct VLANs are frame filtering, frame tagging, & frame identification.
· There are three main types of VLANs: port-centric VLANs, static VLANs, and dynamic VLANs. 

· VLANs provide the following benefits:
· They reduce administration costs related to solving problems associated with moves, additions, and changes. 

· They provide controlled broadcast activity. 

· They provide workgroup & network security. 

· They save money by using existing hubs. 



4 LAN Design
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Critical Components of LAN Design
· The function & placement of servers
· Collision detection
· Segmentation
· Bandwidth vs. broadcast domains
Classes of Servers

Two distinct classes of servers:
· Enterprise servers
· supports services for all the users on the network 
· e-mail
· Domain Name System (DNS)
· should be placed in MDF for access by all users 
· Workgroup servers
· supports a specific set of users – eg: word processing ???
· file sharing
· should be placed in IDF closest to users
Intranet

· Uses web technology on an internal LAN
· Web servers are installed in the network
· browser technology is used as the common front-end to access info
· Inside and outside access is password protected
· Creating an Intranet will increase network traffic
Managing Broadcast Domains

· Select & place network devices to 
· decrease the collision detection areas & media contention on a network
· Contention ( excessive collisions on Ethernet
· caused by too many devices creating demand for the network
· number of broadcasts becomes excessive because too many:
· server packets announcing services
· routing table updates
· broadcasts dependent on the protocols (i.e. ARP)

· Excessive collisions ( reduce available bandwidth up to 35-40%
· Solution: segmenting network
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using bridges, switches, or routers
· Note: only routers & VLANs reduce the broadcast domain
Bandwidth and Broadcast Domains
· bandwidth (collision) domain ( everything associated with one port on a bridge or switch
· All workstations compete for the same LAN bandwidth resource
Network Design Methodology

· Gather users’ requirements & expectations

· Analyse requirements

· Design the topology (the Layer 1, 2, and 3 LAN structure)
· Document the logical and physical network implementation
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Network Availability

· Availability measures the usefulness of the network
· Throughput
· Response time
· Access to resources
· Bandwidth requirement
· Traffic intense applications
· Type of applications and who will access it (must meet organization & users needs)
Develop LAN Topology

· Star/extended star topology
· Ethernet/IEEE 802.3
· carrier sense multiple access collision detect (CSMA/CD)
· Each variety of Ethernet (eg: 10BASE-T) specifies the following:
· the data rate (the number in front of BASE, in Mbps)
· the signalling method (all use BASEband - not BROADband signalling)
· the medium type
· Cat 5, 5e, 6 & 7 UTP
· multi-mode & single-mode optical fibre
· and max lengths (vary from 100 m to several km)

Star Topology using CAT 5 UTP

· “Ethernet” refers to a whole host of technologies… including:
· 10BASE-T, 10BASE-FL
· 100BASE-TX, 100BASE-FX
· 1000BASE-T, 1000BASE-SX, and 1000BASE-LX
· For desktops (
· 10BASE or 100BASE-TX
· For backbone (
· 100BASE-TX, 100BASE-FX or a Gigabit Ethernet 
· Use TIA/EIA-568-A specifications
· fibre-optic cable should be used in backbone and risers
· CAT 5 UTP cable in the horiz runs ( used to linked devices to central location ( (100m range)
Cable Ranges

[image: image17]
Star Topology

· Simple star topology with one wiring closet & MDF
· Layer 1 horiz cabling to Layer 2 LAN switch ports ( connected using HCC patch cables
· Uplink port of the LAN switch to Router ( patch cable (not crossover)
MDF

[image: image18]
	MDF/IDF Interconnect
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· MDF to IDF typically

· 100BASE-TX, 100BASE-FX….. or
· 1000BASE-T, 1000BASE-SX, 1000BASE-LX
	Extended Star Topology – Multibuilding

[image: image20]
· fiber is typically used for a greater span between MDF & IDFs



Documentation – Logical Diagram

[image: image21]
· Exact locations of the MDF & IDF wiring closets
· type & quantity of cabling used
· how many spare cables are available
Cut Sheet

[image: image22]
Layer 2 Design

· Layer 2 devices (bridges & switches)
· provide flow control, error detection, error correction
· reduce congestion
· Switches
· microsegment the network (separate collision domains)
· may be used to create VLANs (separate broadcast domains)
· LAN switch can allocate bandwidth on a per-port basis
· Asymmetric switching for high bandwidth vertical cabling
Determining Cable Runs and Drops


[image: image23]
Cost Considerations

· Cost considerations suggest hubs used wherever possible BUT hubs share bandwidth…
· allow so that at least 1 Mbps is available for every host
· To determine size of a collision domain: determine # hosts are connected to any single switch port
· this affects how much bandwidth is available to any host
· Ideally there is only one host on a LAN switch port ( this would make the size of the collision domain 2
· the source host and destination host ???
Hubs - Collision Domains/Bandwidth

[image: image24]
Hub verses Switch Collision

[image: image25]
· Note: some older switches (eg: Catalyst 1700) don’t truly support divide collision domains because they don’t maintain multiple MAC addresses mapped to each port.
Diagramming Hubs and Switches

[image: image26]
· Keep collision domains small & ensure bandwidth requirements can be met if using hubs
Layer 2 - Migrating to Higher Bandwidth

· See diagram above
· On installation install more optical fibre than will be initially used
· In the vertical cabling between MDF and IDFs
· Connect unused fibre optic from VCC to 100 Mbps ports on switch
· In the horiz cabling 
· repatching from the HCC to a 100 Mbps port on the switch
· changing from a 10 Mbps hub to a 100 Mbps hub
Layer 3 Design - Routers

· Segmentation of LAN 
· into unique physical and logical networks
· allow communication between segments
· based on Layer 3 (IP) addressing & subnetting
· allows for connectivity to WANs such as the Internet
· routers don’t forward LAN based broadcasts (ARP) ( restrict broadcast domain
	Setting up a VLAN Implementation

[image: image27]
· Routers provide communication between VLANs
	VLANs

[image: image28]


· One important issue in a network
· is the total # of broadcasts (such as ARP requests) 
· VLANs
· can limit broadcast traffic to within a VLAN
· create smaller broadcast domains
· can also be used to provide security
· by creating the VLAN groups according to group or application
Router or Switch?

· "What problem am I trying to solve?" 
· If problem is protocol related rather than contention oriented ( routers are appropriate 
· Routers solve problems with:
· excessive broadcasts
· protocols that do not scale well
· security issues
· network-layer addressing
· scalability and internetwork connectivity 
· Routers are more expensive & harder to config than switches
· Routers are not useful for solving 
· connectivity issues and contention issues
Diagramming LANs Segmented with Routers

[image: image29]
· Router is used to create 2 separate networks (2 broadcast domains)

· Provides robust security

Addressing Maps

[image: image30]
Logical Network Maps and Addressing Maps
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Physical Network Maps
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	· Network design is critical in ensuring a fast & stable network. If a network is not designed properly, unforeseen problems may arise & network growth is jeopardized.
· LAN design goals include: functionality, scalability, adaptability, & manageability. 
· Network design issues include: function & placement of servers, collision detection, segmentation, & bandwidth versus broadcast domains.
· The design process includes the following: 
· gathering users requirements & expectations
· determining data traffic patterns now & in the future based on growth & server
placements
· defining all Layer 1, 2, and 3 devices, along with LAN & WAN topology 

· documenting the physical & logical network implementation



5 IGRP

Router Functions
· Routing table contains network portion of address
· they don’t exchange subnet info for RIP and IGRP

· Path Determination

· RIP has one metric, IGRP has seven

· router selects appropriate interface for next hop

· no entry for destination ( sent to default route

· no default route ( the packet is dropped

· Switching function ( router passes packet on one interface to second interface
· Routers also exchange routing table updates ( adjust to changes in network topology
IGRP Metrics

[image: image33]
· IGRP provides a wide range for its metrics
· reliability & load ( values 1 to 255
· bandwidth ( values 1200 bps to 10 Gbps ( by default this metric has highest priority
· delay ( values 1 to 224
· IGRP is more robust than RIP ( its range of metrics better reflect state network
Routing Process
· Packet is received & passed to network layer

· IP is checked to see if at destination

· If not use subnet mask to get network address

· Look up network address in routing table

· Get port for next hop

· Look up ARP table for MAC address of next hop

· If no entry then send ARP request

· Insert IP packet into new frame with next hop MAC

· may be different network frame type than previous hop

· Put frame in queue for appropriate port

· Note: IP packet has same src & dest for entire route
Routed and Routing Protocols 

· Routed protocols 
· Transmission Control Protocol/Internet Protocol (TCP/IP) 
· Internetwork Packet Exchange (IPX)
· Routing protocols 
· IGRP
· Enhanced IGRP
· Open Shortest Path First (OSPF)
· Exterior Gateway Protocol (EGP)
· Border Gateway Protocol (BGP)
· OSI routing
· Advanced Peer-to-Peer Networking (APPN)
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Intermediate System-to-Intermediate System (IS-IS)
· RIP
Multiprotocol Routing
· Routers can support multiple routing protocols
· such as IGRP and RIP
· Can deliver packets from different routed protocols (over the same data link)
· Such TCP/IP and IPX
Interior and Exterior Routing Protocols

· Interior protocols
· use routing info within networks under common admin 

· interior protocols must specify list of associated networks 
· include RIP and IGRP
· Exterior protocols
· exchange routing info between networks without common admin

· include EGP & BGP.
· Require: 
· list of neighbour routers (peers) which exchange routing info

· list of networks to advertise as directly reachable
Interior and Exterior Routing Protocols


[image: image34]
· BGP is a crucial exterior routing protocol for the Internet
Characteristics of Routing Protocols
Goals

· Optimal route
· A ability of routing protocol to select best route ( depends on the metrics & metric weightings
· Simplicity and Efficiency
· Simple functionally & consume min system resources (CPU and memory)
· Robustness
· perform correctly under unusual or unforeseen circumstances
· i.e. hardware failures, high load conditions
· Rapid Convergence
· speed to distribute routing update messages & recalculate optimal routes 
· Flexibility
· quickly & accurately adapt to variety of network conditions

· eg: changes in bandwidth, router queue size, delay…
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Routing Loops
· Router 2 has old route to destination via router 1 ( new route to destination not passed to Router 2 till next update interval
· Packet loops till packet has reached max hops

· Different protocols have different maximums (set by admin)

· IGRP has max hop count of 255
· But defaults to 100, & is usually set to 50 or less.

Types of Routing Protocols
· Distance-vector (DV)
· IGRP & RIP
· direction (vector) & distance to any node  
· The link-state (LS also called shortest path first) 
· OSPF, IS-IS & NetWare Link Services Protocol (NLSP)
· re-creates the exact topology of the entire network 
· Hybrid
· EIGRP

· combines link-state & distance-vector
Choosing a Routing Protocol
· Consider:
· Network size & complexity
· Network traffic levels
· Security needs
· Reliability needs
· Network delay characteristics
· Organizational policies
· Organizational acceptance of change
IGRP - Autonomous Systems (AS)
· IGRP advertises 3 types of routes:
· Interior routes
· between subnets in the network attached to a router
· If network attached to router is not subnetted
· IGRP does not advertise interior routes
· Additionally, subnet info is not included in IGRP updates
· This poses a problem for discontinuous IP subnet
· System routes
· routes to other major networks within the AS
· The router derives system routes from other routers that use IGRP
· System routes do not include subnetting info
· Exterior

· Routes to outside networks used to determine gateway of last resort

· Gateway is chosen from list of exterior routes that IGRP provides

[image: image35]
Enhancing IGRP Stability
· To enhance IGRP stability use:
1. Holddowns
· help avoid routing loops
· router learns network is further away or down
· route to that network is placed into holddown ( during holddown period:
· the route is advertised
· However incoming advertisements from any router other than node that originally advertised network’s new metric are ignored
· but increases the topology convergence time

2. Split Horizon
· used to prevent routing loops between adjacent routers (although holddown should prevent this)
· prohibits routers from sending info about a route back in the direction from which it came (which causes the loop)

· split horizons in IGRP provide extra protocol stability
3. Poison Reverse Updates
· prevent larger routing loops
· loops are generally indicated by increases in routing metrics 
· poison reverse updates are sent to remove the route  ( and place route in holddown
· sends a route update with a metric of infinity
· to router that originally advertised the route
· Poisoning the route can help speed convergence.
Configuring IGRP
· Define IGRP as the IP routing protocol:
· Router(config)# router IGRP

· Define connected networks:
· Router(config)# network network-number

· To remove static routes:
· Router(config)# no ip route network-address

· To turn off RIP:
· Router(config)# no router rip
IGRP Routing Updates

· IGRP sends update broadcast every 90 secs
· No update received within 3 update periods (270 sec)

· route considered inaccessible
· No update received after 7 update periods (630 sec)

· router removes route from its routing table
· Flash update
· Update sent sooner than the standard periodic update interval
· used to speed up convergence

· Poison reverse updates
· defeat larger routing loops due increases in routing metrics
· sent to remove a route and place it in holddown for set period
· used to speed up convergence
IGRP Metrics
· IGRP uses several types of metric info
· For each path through an AS (Autonomous System) IGRP records:
· the segment with the lowest bandwidth
· the accumulated delay
· the smallest maximum transmission unit (MTU)
· the reliability & load
· Variables are used to weight each metric
· bandwidth by default has most weight towards best path
· For a network of one medium (all Ethernet)
· this metric reduces to a hop count
· For a network of mixed media (i.e. Ethernet & serial from 9600 baud to T1 rates)
· the route with the lowest metric reflects best path to dest
· Setting Maximum Hop Count
· IGRP has a max hop count of 255
· But normally set lower than the default 100
· if using triggered (flash) updates
· Setting max hop count:
· Set to ≥ max # of routers a route might go through
· if using IGRP with external networks
· count must include your network plus external network
IGRP Configuration
· Example IGRP Configuration

· Router(config)# router igrp 46
· Router(config)# timers basic 15 45 0 60 
· Router(config)# network 128.6.0.0 
· Router(config)# no metric holddown
· Router(config)# metric maximum-hop 50 
· routing generally adapts to change within 45 sec

· assuming that the keepalive interval set to 4
· period between messages sent by a network device

	· Network-layer routing functions include: network addressing and best path selection for traffic.

· Routing tables store info on possible destinations & how to reach each destination.

· Routed protocols are protocols that are routed over a network, and routing protocols are protocols that maintain routing tables between routers.

· Routing protocols can be either static or dynamic.

· Interior protocols are used for routing networks that are under a common network administration, and exterior protocols are used to exchange routing info between networks that do not share a common administration.

· IGRP ( is a distance-vector interior gateway protocol & uses a combination of user-configurable metrics including network delay, bandwidth, reliability, and load.

· The stability of IGRP is improved by using holddowns, split horizons and poison reverse updates.

· To configure IGRP, the only mandatory task is to create the IGRP routing process. Other tasks are optional.



6 ACL (Access Control Lists)
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Access Control Lists

· perform layer 3 & 4 filtering & traffic management
· control access to a network or subnet 

· filter network traffic by controlling whether routed packets are forwarded or blocked at the router’s interfaces
· lists of instructions you apply to a router’s interface
· tell the router what kinds of packets to accept & deny – based on:
· source address
· destination address
· TCP port number
· upper layer protocol - email, telnet, ftp ...
· ACLs used for all routed network protocols (i.e. IP, IPX)
· [image: image82.jpg]Frame
heoder [Packet [Seament

(forexampie| (P header) | Uor xample | Data
(e 7CP headen)

Fort
rumber
e

protocot
T

Source agaress

Dostinaton ageress




ACLs must be defined on a per-protocol basis
· Some protocols call ACLs filters
ACL Test Conditions

· ACL is a text file with condition statements

· After a match, no more tests are performed

· So be careful editing the file on the router (especially “deny any”)…
· If you lock yourself out you cant get back in to re-edit file

· Edit text file on PC & send to router
Test Process

· Packet enters an interface… 
· router checks: if packet routable or bridgeable
· router checks: if inbound interface has an ACL
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if yes ( packet is tested against conditions (in sequence)
· as soon as a condition is violated ( packet is binned

· If OK routing table, determine destination interface
· router checks: if destination interface has ACL
· If yes ( packet is tested against conditions in ACL list
· If OK packet is put in frame and queued for transmission

· As soon as denied no more checking ( packet is binned & sender is notified
· After creating a numbered ACL assign it to an interface
· Outbound interface ACLs are more efficient (& generally preferred)
ACL Numbers


[image: image36]
· Create ACLs in global configuration mode
· Assign a # from the valid range for that protocol
· ACL #s from 1 to 99 ( 
router accepts: standard IP ACL statements
· ACL #s from 100 to 199 ( 
router accepts: extended ACL statements
· Newer IOS releases accept names instead of numbers
ACL Commands
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Access list ( Defines (logically ordered) test conditions for protocol type
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Access Group

· Groups ACLs into an access group

· Defines the interface that group members can access
Wildcard Mask
· 32 bits divided into 4 octets to match IP address:
· 0 means: check corresponding IP address bit

· 1 means: ignore " " " " " " " " " " " " " " " " " "
ACL Mask-Bit Matching 
· Class B subnet example (badly illustrated):
· Want to check in subnet range 172.30.16.0 to 172.30.31.0
· Wildcard mask = 00000000 00000000 00001111 11111111 (= 0.0.15.255)
· Checks 16 bits of class B + 4 subnet bits
· Router(config)# access-list 1 permit 17.30.16.0 0.0.15.255
Shortcuts

· The following commands are equivalent:
· Router(config)# access-list 1 permit 0.0.0.0 255.255.255.255
· Router(config)# access-list 1 permit any
· “any” means entire address range

· Router(config)# access-list 1 permit 172.30.16.29 0.0.0.0

· Router(config)# access-list 1 permit host 172.30.16.29
·  “host” means match all bits.
· Router(config)# access-list 2 permit 36.48.0.3

· Router(config)# access-list 2 permit 36.48.0.3 0.0.0.0
· wildcards can be omitted from command if all 0s (0s is the default)
Standard ACLs

[image: image39]
· Standard ACLs

· Easier to create, but provide less control

· Generally used to permit or denies an entire protocol suite
· Or accept or deny traffic from a specific network
· Extended ACLs

· More complex address specifications

· Generally permits or denies specific protocols
Writing Standard ACLs

· To check access lists in EXEC mode:
· Router> show access-lists

· To create an ACL:
· Router(config)# access-list access-list-number { deny | permit } source [source-wildcard] [log]
· To remove a standard ACL:
· Router(config)# no access-list access-list-number
Examples

· access-list 1 permit 192.5.34.0 0.0.0.255
( class C network
· access-list 1 permit 128.88.0.0 0.0.255.255
( class B network
· Note: all other access implicitly denied
· Router(config)# access-list 33 permit 172.16.0.0 0.0.255.255 log
· permits all traffic from 172.16.0.0

· Router(config)# access-list 44 deny 172.16.13.7 0.0.0.0 log
( traffic from host 172.16.13.7
· Router(config)# access-list 55 deny 172.16.64.0 any log

( all traffic from class C network
IP Access-Group Command

· Groups an existing ACL to an interface
· Router(config-if)#ip access-group access-list-number { in | out }
· Remember: only one ACL per port per protocol per direction is allowed
ACL Example 1

· Allow only traffic from source network to be forwarded out E0:

· access-list 1 permit 172.16.0.0 0.0.255.255
· followed by an implicit deny any (below) 
· (i.e. access-list 1 deny 0.0.0.0 255.255.255.255)
· interface ethernet 0 (int E0)
· ip access-group 1 out
· Group & apply to outward interfaces (individually)
Example 2: Deny a Specific Host

· Deny a specific host from going out a specific port
· access-list 1 deny host 172.16.4.13 0.0.0.0
· access-list 1 permit 0.0.0.0 255.255.255.255
· followed by an implicit deny any (i.e. access-list 1 deny any) 
· interface ethernet 0
· ip access-group 1 out 
Example 3: Denying a Specific Subnet

· Denying a Specific Subnet:
· access-list 1 deny 172.16.4.0 0.0.0.255
· access-list 1 permit any
· followed by an implicit deny any (i.e. access-list 1 deny any)
· interface ethernet 0
· ip access-group 1 out
Extended ACLs

· Provide greater control than standard ACLs
· Check for:
· both source & destination addresses
· specific protocols & port numbers
· allow Web traffic but deny FTP or telnet from non-company networks
· TCP or User Datagram Protocol (UDP) protocol port numbers
· Standard ACLs (numbered 1-99)
· filter traffic based on a source address and mask
· permit or deny the entire Internet Protocol (IP) suite

· When packets are discarded
· some protocols return a packet to the sender
· stating that the destination was unreachable
Extended ACL parameters

[image: image40]
· Note operands:
· eq for equal, lt for less than, gt for greater than
Extended ACL Command Format

· Router(config)# access-list access-list-number { permit | deny } protocol source [source-mask destination destination-mask operator operand] [established]
· access-list 101 deny tcp 172.16.4.0 0.0.0.255 172.16.3.0 0.0.0.255 eq 21

· deny FTP
TCP/UDP Reserved Port Numbers

[image: image41]
Example 1: Denying FTP on E0

· Deny FTP on port 21 (which requires specifying TCP)
· access-list 101 deny tcp 172.16.4.0 0.0.0.255 172.16.3.0 eq 21
· access-list 101 permit ip 172.16.4.0 0.0.0.255 0.0.0.0 255.255.255.255 
· implicit deny any (i.e. access-list 101 deny ip any any any any)  !!!
· interface ethernet 0
· ip access-group 101 out 
· Note:
· blocking port 21 prevents FTP cmds from being transmitted ( preventing FTP file transfers
· blocking port 20 stops traffic but does not block FTP cmds
· remember that FTP can use other non standard ports
Example 2: Deny Telnet only out of E0

· access-list 101 deny tcp 172.16.4.0 0.0.0.255 any eq 23

· access-list 101 permit ip any any 
· followed by an implicit deny any
· (i.e access-list 101 deny ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255) 
· interface ethernet 0
· ip access-group 101 out
Named ACLs

· Use an alphanumeric string (name) instead of number ( more intuitive
· more flexibility creating/applying standard & extended ACLs
· can be used to delete individual entries from a specific ACL
· modify ACLs without deleting & then reconfiguring
· used when more than 99 simple or 100 extended ACLs

· Command to Name ACL:
· router(config)# ip access-list { standard | extended } name 
· In ACL configuration mode:
· router(config)# {deny | deny} { source [source-wildcard] | any } 

Example Named ACL


[image: image42]
· Uses 2 named ACLs
· Extended ACL: marketing_group & Standard ACL: Internetfilter 
The Permit Deny Commands
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· Use “no” to remove a permit or deny

· router(config)# no permit { source [source-wildcard] | any } 
· To activate the IP named ACL on an interface:
· Router(config-if)# ip access-group { name | 1-199 { in | out } } 

Design Rules for Placing ACLs
· Extended ACLs
· extended ACLs can filter on source &/or dest addresses
· close as possible to source of denied traffic
· Standard ACLs
· can only filter using source address
· close to destination
Example: Placing ACLs


[image: image44]
· Deny traffic from token ring to switch
· Prevent traffic going too far – using Extended ACLs is preferable
Firewall Architecture

· Exterior (border) router is connected to the Internet

· Forces all incoming traffic to go to the gateway

· Interior router only accepts traffic from the gateway

· Either specific users or protocols like email may be given access to the Internet
Verifying ACLs

· show ip interface 
· displays IP interface info including whether any ACLs set
· show access-lists
· displays the contents of all ACLs
· enter ACL name or number as option for specific list 
Example Show IP Interface


[image: image45]
	· ACLs perform several functions within a Cisco router, including implementing security/access procedures.

· ACLs are used to control & manage traffic. 

· For some protocols, you can apply up to two ACLs to an interface: one inbound ACL and one outbound ACL.
· With ACLs, after a packet is matched with an ACL statement, it can be denied or permitted the use of the associated interface.

· Wildcard mask bits use 1 (ignore) and 0 (check) to identify how to treat the corresponding IP address bits.
· The two main types of ACLs are: standard ACLs and extended ACLs.
· ACLs can be configured for all routed network protocols to filter those protocols’ packets as the packets pass through a router.
· ACLs are typically used in firewall routers, which are often positioned between the internal network and an external network such as the Internet.




7 Novell IPX

NetWare Protocol Suite
· Uses a client/server architecture
· Unlike Windows NT
· networks NetWare servers are dedicated servers 
· servers cannot be used as clients
Protocol Suite
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· IPX
· connectionless layer 3 protocol 

· does not require an ack for each packet
· defines the network & node addresses 

· Novell Routing Information Protocol (RIP)
· different from IP RIP
· to facilitate the exchange of routing info 

· Service Advertising Protocol (SAP)
· advertises network services 

· NetWare Core Protocol (NCP)
· provides client-to-server connections and applications 

· Sequenced Packet Exchange (SPX)
· service for Layer 4 connection-oriented services

IPX

· IPX is layer 3 protocol

· Address is 80 bits (network . node)

· Logical address contains interface MAC address

· Multiple data link encapsulations per interface

· Novel RIP is DV

· uses tics (network delay) and hop count

· Updates are 60 sec and TTL is 15

· Novel services are advertised using SAP

· Service Advertisement Protocol

· Clients find servers with GNS (Get Nearest Server)
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IPX network Address

· Combining network & MAC address eliminates ARP

· supports multiple logical networks on an interface
· the IPX network number can be up to 8 hex digits

· A small number may be padded with zeros
· example network number is 4A1d
· MAC address is standard 12 hex digits (48 bits)
Multiple Novel Encapsulations
· [image: image86.jpg]Routex (config-if)# (protocol} acces
number

group access-list-



Ethernet version 1

· Developed by Digital, Intel and Xerox (DIX) 

· Raw Ethernet 

· Novel released Ethernet 802.3 while IEEE working on it

· Ethernet SAP

· IEEE later released it as 802.2

· Protocol included a DLL header

· LLC contains fields that identify service access points (SAP)
· Ethernet II or ARPA 
· also called Novell Ethernet_II or Ethernet Version II
· uses standard Ethernet Version II header 
· is used with TCP/IP
· Ethernet SNAP

· Developed to address 802.2 and 802.3 incompatibility
· extends IEEE 802.2 header 
· by adding a Subnetwork Access Protocol (SNAP) header
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IPX network Address

· Get network address from administrator or

· Telnet to neighbor

· Use show protocols or show ipx interface 
· Example shows networks 4A1d and 3f
Ethernet, FDDI, and Token Ring Encapsulation Names

[image: image47]
IPX Packet Header
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Novel RIP

· Novell RIP DV routing protocol using two metrics
· ticks (a time measure ~1/8 sec) &
( 1st place to compare alternate paths
· hop count



( used as tie-breaker
· If two or more paths have the same ticks & hop count:
· the router load shares
· evenly distribute traffic among multiple routers
· balance the work & improve network performance

Novel RIP Routing Tables

· Different from its IP routing table
· maintains a routing table for every IPX protocol enabled
· tables are swapped with IPX-enabled neighbors as in RIP
· A “best information” split-horizon protocol
· prevents neighbour broadcasting Novell RIP tables about IPX
· back to the networks from which it received that info
· Novell RIP also uses an info aging mechanism
· (periodic updates reset aging timer)
· for when IPX router goes down without message to neighbours
· Routing table updates are sent at 60-second intervals
· This update frequency can cause excessive overhead
SAP Service Advertisement Protocol

· For network resources (file and print servers) 

· advertise network addresses and services they provide
· Each service identified by a number (SAP identifier)

· SAP updates are sent every 60 second
· Routers build a SAP table of services

· SAP has an aging mechanism

· Client advertises for a particular service

· If a Novel server is present it responds with details

· Otherwise router responds to the service request
SAP Services

· Each SAP service is an object type identified by a number
· Number
SAP Service



· 4

NetWare file server
· 7

Print server
· 24

Remote bridge server (router)
· All servers and routers keep a complete list of services available throughout the network in SAP tables
· complete SAP tables are exchanged between routers 
· router can use ACLs to control SAPs

· SAP table entries can be displayed by by name rather than by SAP identifier. 
Get Nearest Server (GNS) Protocol

· Enables a client to locate nearest server for login
· GNS is one type of SAP advertisement
· Client broadcasts a GNS request

· If server on segment it responds

· Else router responds with server address from SAP table

· NetWare GNS request
· If no server on segment

· Router forwards GNS request to server

· Server requests can be filtered to provide security

· GNS allows load to be distributed between servers
GNS and SAP

[image: image49]
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IPX Configuration

· Enable IPX routing:
· Router(config)# IPX routing [address]

· If no node address specified uses interface MAC address
· If router has only serial interfaces an addr must be specified

· Enable load sharing:
· Router(config)# IPX maximum-paths paths

· 1-512 maximum parallel paths to a destination

· Interface Configuration

· Assign unique network number

· Set optional IPX encapsulation type (if diff to default)
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IPX Configuration Example
· Note there is 1 primary and 1 secondary networks (9e & 6c) on top wire

· The first one defined is considered the primary network

· The secondary one is defined for the SAP encapsulation for host B

· This requires defining 2 subinterfaces (logical interfaces) on the physical router interface E0 (called 0.1 and 0.2)

· Multiple subinterfaces on a port must use different encapsulations
IPX Configuration Example


[image: image51]
· Networks on E0 (9e and 6c) use Novel Ethernet and SAP encapsulation

· Max paths 2 means max of 2 parallel paths for load sharing
IPX Monitoring and Troubleshooting


[image: image52]
· Show ipx interface E0

· Top line is type of encapsulation and status of interface

· second highlighted area shows that the SAP filters are not set

· last highlighted line shows that fast switching is enabled

Novel RIP Tic Setting

· Tick metric can be manually set for an interface

· Default is

· For LAN interfaces, 1 tick 

· For WAN interfaces, 6 ticks

· To configure tick delay on an interface
· use the command ipx delay number
· where number is the ticks to associate with interface
· Note second line of previous example tics is 1

· Also update time for SAP is 60 seconds
Show IPX Route

[image: image53]
· first highlighted line = (routing info for a remote network):
· how info learned (RIP update), network#  (3030), distance to network (6 ticks or 1 hop)
· next hop (router 3021.0000.0c03.13d3), last update (23 seconds ago)
· next-hop reachable via (interface Serial1)
· note: There is equal-metric route to a different next-hop router reachable via interface Serial 0 (for load sharing)
· The second line of highlighting = info about a direct connection:
· network# (3010), encapsulation type (NOVELL-ETHER), learnt from (C)
Show IPX Servers Command

· show ipx servers command
· lists IPX servers discovered with SAP advert
· show ipx servers [ sorted [ name | net | type ]] 

Show IPX Servers Command

· Show ipx servers command displays:
· The service learned about the server from a SAP update 

· The server name, network location, device address, and source socket number 

· The ticks and hops for the route (from the routing table) 

· The number of hops (taken from the SAP protocol) 

· The interface through which to reach the server 
· Note route has 2 entries - tics and hop count
Other Commands
· Router# show ipx traffic
· Router# debug ipx sap [events|activity]

( be careful (chews bandwidth)
· SAP responses may be one of the following: 

· 0x1 -General query 
· 0x2 -General response 
· 0x3 -GNS request 
· 0x4 -GNS response 
· In each line the address & distance of responding or target router is listed
· Router# ping [ipx] [network.node] 
· Optional ipx specifies IPX protocol
· works only on Cisco routers IOS 8.2 or later
· Novell IPX devices do not respond to this command 
· You cannot ping a router from itself
· To abort a ping session use the escape sequence
· Ctrl-^-X or Ctrl-shift 6-X
User IPX Ping

· ping [ipx] { host | address }
· user level Ping command
· simplified form of the privileged ping command
· sends five 100-byte IPX Cisco echoes
· if cant find host returns %Unrecognized host or address error message
	·  Novell IPX is a proprietary suite of protocols & includes the following:  

· A connectionless layer 3 protocol that does not require an ACK for each packet.   

· A layer 3 protocol that defines the network & internode addresses.

· Novell NetWare uses RIP to facilitate the exchange of routing info & SAP (Service Advertisement Protocol) to advertise network services. NetWare uses NCP (Network Control Program) to provide client-to-server connections & applications, & SPX (Sequenced Packet Exchange) for Layer 4 connection-oriented services.  

· IPX is the NetWare Layer 3 protocol & specifies a connectionless datagram, similarly to an IP packet in TCP/IP networks.
· The default encapsulation types on Cisco router interfaces & their keywords are Ethernet (novell-ether), Token Ring (sap), and FDDI (snap).
· Novell RIP is a distance-vector routing protocol & uses two metrics to make routing decisions: ticks & hop count.

· * NetWare’ SAP allows network resources to advertise their network addresses & the services they provide.
· GNS (Get Nearest Server) enables a client to locate the nearest server for login.
· The router configuration for IPX routing involves both global & interface tasks.



8 Network Management

User Policies

· User policy documentation

· contain how the users can interact with the network
· what is and what is not permissible on the network
· consequences of violating user policies
· minimum user ID and password length
· rules for the content of passwords

Data Protection

· Three data protection methods are
· tape Backup of data
· work with a flag or switch called the Archive bit
· Tapes are stored in fire safe position or taken off premises

· fault tolerant disk configurations
· uninterruptible power supplies (UPS)
File Backups

· Full backup
· All files copied to tape & archive bit for all files set to off
· Incremental backup
· all the files created||modified since last incremental
· only works in conjunction with full backup
· any file created||modified has its archive bit turned back on
· so it will not be saved during next incremental
· to restore: do full & then all incremental backups!
· Differential backup
· all the files created||modified since last full backup
· different to incremental backup as archive bit not reset each time a all files modified or created since last full backup are stored again
· to restore: do full & then latest differential backup
· Copy backup
· Backs up user selected files to tape
· does not reset the archive bit to off
· Daily backup
· only the files that are modified on the day of the backup
· does not reset the archive bit to off
· to restore: do full & then latest daily backup
Redundancy and Fault Tolerance
· RAID (Redundant Array of Inexpensive Disks)

· RAID 0
· Stripes data across multiple disks
· no parity, so there is no redundancy
· RAID 1
· Disk mirroring (disk duplexing) 
· writes data to two identical partitions on separate hard disks uses uses two hard disk controller cards as well as two hard disks 
· RAID 2
(uncommon)
· Writes data across multiple hard disks, with error checking
· requires $$ disk mods to work
· RAID 3
(uncommon)
· Stripes data one byte at a time
· has a dedicated parity drive ( good, but $$ redundancy choice
· RAID 4
(rare)
· Stripes data one sector at a time
· has a dedicated parity drive
· $$ redundancy & slow on data writes to disk
· RAID 5
· Stripes data & parity across multiple disks
· at least three disks required
· By mixing the parity across all of the disks
· a separate parity disk is not required
· & yet full data redundancy is achieved
· Data writes to disk are still slow, but the not as $$
· Windows NT boot & system partitions can’t be on RAID 5 array
RAID Selection

· The three RAID levels supported by most operating systems

· RAID 0
· just is used for speed and NO data redundancy
· RAID 1
· provides full data redundancy
· but requires twice as much storage space (two disks)
· has a single point of failure in the controller card
· RAID 1 variation can include controller duplication
· RAID 5
· requires a minimum of three disks
· WinNT system requires four (5 to mirror system/boot disk)
· partition size must be the same on each disk
· RAID 5 provides fast data reads from disk (faster network throughput)
Volumes

· refers to a physical unit of storage


[image: image54]
Power Conditioning

· Isolating transformer
· Controls voltage spikes and high frequency noise
· Regulators
· Maintains a constant mains power output voltage handles voltage variations, brownouts & voltage surges
· Line Conditioner
· regulator with an isolating transformer built in
· Uninterruptible Power Supply (UPS)

· battery charger with battery bank

· will run computer if there is a power failure
Network Performance

· Baseline measurement

· established after network installation
· use a network monitor package or tool
· Fluke LANMeter or Windows NT network monitor
· records several types of network performance data
· network utilization percentage
· collision counts
· frame errors
· broadcast traffic
· Update measurement on changes to network
Peer-to-Peer & Client-Server Networks…….
:
Peer-to-Peer Networks
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also known as a workgroup network
· designed for small numbers of workstations
· no more that ten users
· Windows for Workgroups, Windows 95, Windows 98, and LANtastic
· Advantages:
· cheaper to create & operate
· allows users to control their own resources
· it does not require a dedicated serve or software
· Disadvantages:
· no central point of management is provided
· user must create ID's other users that shares resources on their PC
· If a shared workstation turned off shared resources are not available
· No more than ten users
[image: image90.jpg]


Client-Server Network
· Advantages:
· provide  centralized point of user, security, and resource management
· can be used to more effectively provide specific resources to clients
· provide access to all allowed resources with one ID and password
· Disadvantages:
· single point of failure in the network.
· UNIX ( Uses the NFS (Network File System - Sun)
· Novell NetWare
· versions of NetWare covered 3.12, 4.11, 5.0
· differ primarily in their handling of Directory services
· NetWare Ver. 3.12
· uses an object called the Bindery to manage multiple users and resources
· bindery services create a server-centric network
· A server-centric network uses individual server as the point of control
· creates a problem with a multiple server network
· NetWare Ver 4.11 & Ver 5.0
· use an object called the NDS (Novell Directory Services) to manage users and resources
· This creates a network-centric network
· A network-centric network uses entire network as point of control
· consolidates management to a single point
· this allows a single ID and password to authorize users for resources
· All versions of NetWare use combination of two file services
· 1 FAT (file allocation table)
· the file system used for DOS
· 2. DET (Directory Entry Table)
· proprietary Novell file system
· provides for both file and directory security on the server
· Windows, DOS, Macintosh, and OS-2 clients work well with Netware
· strong points are user and file resource management
· Windows NT handles users and resource using Domains
· A domain is a logical grouping of users and resources
· under the control of one server
· called the PDC (Primary Domain Controller)
· Domains also support the use of secondary servers
· called BDC’s (Backup Domain Controllers)
· BDC’s balance the workload of the PDC
· and provide for redundancy of user and resource objects
· stand-alone servers are allowable in a Domain
· support one particular application
· another variation of a domain is called a multi-domain model
· separate domains are connected by trusting-trusted relationships
· allows users to cross Domain boundaries to use resources
Windows

· The Windows 2000 Server
· Change from Domains to Active Directory Structure
· based on a network-centric model like NDS
· rather that a Domain centred model
· Windows File Systems

· FAT16 file system (FAT - File Allocation Table)

· FAT32 file system
· NTFS (New Technology File System)
· NT's own proprietary system

Network Control

· NOS function is to control the network
· Network user
· Rights (to files and resources)
· Login accounts (user Ids)
· Passwords
· Groups 

· Allow controlling rights to groups of users
· System Profiles and Policies
· user interacts with the workstation not system resources
· Roaming Profile. 
· customization of interface applied at any network computer
· Mandatory Profile
· all users on the same physical computer use same profile

· Local Profile
· Stored on local computer rather than network
	Understand:

· Network documentation such as: 

· Cut sheet diagrams

· MDF and IDF layouts

· Server and Workstation Configuration Details

· Software listings
· Maintenance Records 

· Security measures 

· User policies
· Network security processes such as:
· Network Access techniques: Security policies & Network policies 

· Server Data Recovery techniques: tape, full, incremental, differential, copy & daily backup 

· Workstation Data Recovery techniques: tape backup, disk copy, server directory

· Redundancy Techniques: RAID 0-5
· Environmental factors: 

· Static 

· Dust & Dirt 

· Heat 

· Power conditioning 

· EMI (Electro-magnetic interference) & RFI (radio frequency interference)
· Software Viruses: worms, viruses, trojan horses
· Network Performance 

· Network Baseline *
· Documentation updates *
· Change verification
· Server Administration 

· Peer-to-Peer
· Client-Server

· Network Control
· Network Troubleshooting Techniques such as: 

· Scientific Method 

· Analyze Network 

· Troubleshooting 
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