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1 Review

Read chapter or see sem3 notes
	Know:

· The advantages of LAN switching & VLANS along with how they should be implemented 

· Gathering the users requirements & designing the physical topology to accommodate the requirements 

· Selecting a routing protocol to be used in the network 

· A method for controlling data packet flow across the network for security reasons based on access control lists (ACLs) on the routers 

· The requirements for multiple protocols such as IPX & IP and allowing these protocols to efficiently flow across the network 




2 WANs

WAN

[image: image1]
· Functions at the three lowest layers the OSI model

· network beyond a LAN’s geographic scope
· must subscribe to an outside WAN service provider
· A WAN uses data links
· such as Integrated Services Digital Network (ISDN)
· & Frame Relay
WAN Connections
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· Telephone and data services
· Connected from building point of presence (POP)
· to WAN provider’s central office (CO) telephone company
· Call setup
· sets up & clears calls between users (also called signalling)

· uses a separate telephone channel not used for other traffic
· most commonly used call setup is Signalling System 7 (SS7)
WAN Data Services

· Time-division multiplexing (TDM)
· signalling sets up Circuit switched call route
· dedicated path between sender & receiver
· uses Layer 2 identifiers & permanent virtual circuits (PVCs)
· multiplexes traffic into fixed time slots
· TDM avoids congested facilities & variable delays
· Basic telephone service & ISDN use TDM
· Frame Relay
· Uses packet switching which shares bandwidth with other subscribers
· statistical multiplexed service
· uses Layer 3 routing with sender & receiver addresses in packet
· Not layer 2 switching as in TDM
	Frame Relay Network
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 Frame Relay DLCIs
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· LMI (Local Management Interface) Global Addressing Extension

· Allows Data Link Connection Identifier (DLCI) to become unique addresses for DTEs

· Destination DLCI is inserted in header
· Frame relay network changes address to the source address

· when packet arrives at destination to indicate origin of the frame
WAN Service Providers – Terminology

· Customer premises equipment (CPE)
· devices physically located on the subscriber’s premises
· includes devices owned by subscriber &/or leased to the subscriber by the service provider 

· Demarcation (or demarc)
· point where CPE ends & local loop portion of service begins
· Often occurs at the POP of a building

· Local loop (or "last-mile")
· Cabling (usually copper wiring)
· extends from demarc into WAN service provider’s central office

· CO switch
· switching facility that provides nearest POP for provider’s service

· Toll network
· The collective switches & facilities (called trunks)

· inside the WAN provider’s cloud
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Subscriber to Provider Interface
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· Data Terminal Equipments (DTE)

· Typically a router
· Data Communication Equipment (DCE)

· Converts data into format for provider’s facilities

· channel service unit/data service unit (CSU/DSU)
· or terminal adapter/network termination 1 (TA/NT1)
· may be an analogue modem using tones for voice lines

· Point where responsibility passes from subscriber to provider
WAN protocols

· Communication protocol for WAN

· i.e. HSSI (High Speed Serial Interface) & V.35
· determines how call setup operates
· & how user traffic crosses the WAN
WAN Virtual Circuits

· A virtual circuit is a logical circuit
· (as opposed to a point-to-point circuit)
· Two types of virtual circuits exist:
· switched virtual circuits (SVCs)
· permanent virtual circuits (PVCs)
>>> Switched Virtual Circuits

· dynamically established on demand & terminated when complete
· increases bandwidth for establishing connection

· SVC communication has three phases:
· circuit establishment
· data transfer
· circuit termination
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>>> Permanent Virtual Circuits (PVC) 
· Generally a pathway through a PACKET-switched network
· that APPEARS to be a dedicated, physically-connected circuit
· (as opposed to an actual, physical, circuit-switched pathway)
· Virtual circuits are still connection oriented like TCP  

· Customer & carrier negotiated endpoints & characteristics

· Connection is then constantly available
WAN Line Types
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· (don’t memorize just note range of bandwidth)
WAN Devices
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· WAN switches are in network cloud & are not controlled by the user

· Use Frame Relay, X.25, & Switched Multimegabit Data Service (SMDS)
Line Connections
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· Modem used for voice grade line
· ISDN Terminal Adapter (TA) used for ISDN Basic Rate Interface (BRI)

· CSU/DSU used for digital line
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WAN Standards

· WAN standards typically describe:
1. physical-layer delivery methods
· Connectors, pin layouts, cables

· Data signals, control signals, voltages, speed (modulation)

2. data link-layer requirements
· Addressing
· flow control
· encapsulation

WAN Physical Layer
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· WAN physical-layer protocols describe:
1. electrical, mechanical, operational, & functional components

2. interface between the DTE & DCE

Physical Layer Standards

· EIA/TIA-232 -- common interface standard, (developed by EIA & TIA), supports unbalanced circuits at signal speeds up to 64 kbps. Closely resembles V.24 specification. Formerly known as RS-232. 

· EIA/TIA-449 -- popular physical-layer interface, (developed by EIA and TIA) ( a faster version of EIA/TIA-232 (up to 2 Mbps), capable of longer cable runs. 

· EIA/TIA-612/613 -- describes High Speed Serial Interface (HSSI) ( which provides access to services at T3 (45 Mbps), E3 (34 Mbps), and Synchronous Optical Network (SONET) STS-1 (51.84 Mbps) rates. The actual rate of the interface depends on the external DSU & the type of service to which it is connected.
· EIA-530 -- Two electrical implementations of EIA/TIA-449: RS-422 (for balanced transmission) & RS-423 (for unbalanced transmission).

· V.24 -- An ITU-T standard for a physical-layer interface between DTE & DCE. 

· V.35 -- An ITU-T standard describing a synchronous, physical-layer protocol for communications between a network access device & a packet network. V.35 is most commonly used in the US & Europe, & is recommended for speeds up to 48 kbps.
· X.21 -- An ITU-T standard for serial communications over synchronous digital lines. The X.21 protocol is used primarily in Europe & Japan. 

· G.703 -- An ITU-T electrical & mechanical specification for connections between telephone company equipment & DTE using British Naval connectors (BNCs) & operating at E1 data rates.
Data Link Protocols

· Operate between router WAN connections

· Dedicated point-to-point, packet switched, circuit switched
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Common Data-Link Encapsulations 

· Frame Relay
· uses: simplified encapsulation, no error correction mechanisms & high-quality digital facilities
· ( very quick transmission.
· Point-to-Point Protocol (PPP)
· described by RFC 1661, developed by the IETF

· contains a protocol field to identify the network-layer protocol. 

· ISDN (Integrated Services Digital Network)
· A set of digital services that transmits voice & data over existing phone lines. 

· Link Access Procedure, Balanced (LAPB) ( For packet-switched networks, used to encapsulate packets at Layer 2 of the X.25 stack. Also used over a point-to-point link if unreliable or has inherent delay (such as in a satellite link). Provides reliability & flow control on a point-to-point basis. 

· Cisco/IETF ( Used to encapsulate Frame Relay traffic. Cisco option is proprietary & can be used only between Cisco routers.
· High-Level Data Link Control (HDLC) ( An ISO standard.  Might not be compatible between different vendors because of the way each vendor has chosen to implement it. Supports both point-to-point & multipoint configurations
HDLC and PPP
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· HDLC & PPP are 2 most common point-to-point WAN encapsulations

· All serial encapsulations share common frame format:
· Flag

beginning of frame ( set to hex 7E
· Address
1 or 2-byte field, for end station in multidrop environments 

· Control
indicates frame is info, supervisory, or unnumbered type… also contains specific function codes

· Data
encapsulated data

· FCS

(frame check sequence)
· Flag

trailing 7E flag identifier
PPP and HDLC Comparison

· PPP is a standard serial-line encapsulation method
· RFC based – 1332 & RFC 1661
· Interoperability between networking vendors 

· check for link quality during connection
· LCP for negotiating basic line interoperability 

· A family of control protocols for negotiating individual Layer 3 protocols
· support for authentication through Password Authentication Protocol (PAP)
· & Challenge Handshake Authentication Protocol (CHAP)
· HDLC derives from Synchronous Data Link Control (SDLC)
· CISCO default serial line encapsulation

· Streamlined: no windowing or flow control
· and only point-to-point connections are allowed (address field set to all 1s)

· 2-byte proprietary type code is inserted after the control field
· means HDLC framing not interoperable with other vendors
· Use PPP for systems with non CISCO devices
Dedicated and Switched Lines
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· Dedicated lines
· physical circuits that involve no switching
· Switched-lines have two categories
· circuit-switched ( physical circuit established for duration of transfer
· packet-switched ( packets may take different physical routes
>> Dedicated Lines
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· Also called leased lines
· Leased permanently from provider

· Provides high bandwidth point-to-point link for continuous traffic

· BUT must pay for full bandwidth whether used or not

· Used for data/voice/video

· Require router per connection and CSU/DSU
· T3 provides speeds up to 44.736Mbps

· T1 (1.544Mbps) is most widely used

· [image: image98.jpg]


Fractional T1 provides 64Kbps

>> Packet Switched Networks

· Device share a permanent virtual circuit (PVC)
· functions like a point-to-point link on carrier network

· can carry variable-size frames (packets)
· or fixed-size cells
· examples Frame Relay, SMDS, and X.25 
· Most common packet-switched network type
· Frame Relay

>>>> Frame Relay
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· Uses packet-switching
· can connect multiple devices on a multipoint WAN
· does not offer much error checking or reliability
· expects upper-layer protocols to attend to these issues
· Frame Relay is offered through a PVC which is an unreliable data link
· Frame Relay defines the connection between

· customer DTE and a carrier DCE

· DTE and DCE refer to data link layer not physical layer
· The DTE is typically a router
· Speeds typically 56 kbps, 64 kbps or 1.544 Mbps
· Cost-effective alternative to point-to-point WAN designs
· each site can be connected to every other by a virtual circuit
· each router needs only one physical interface to the carrier
· Frame Relay service is offered through a PVC
· A PVC is an unreliable data link
· A data-link connection identifier (DLCI) identifies a PVC
· The DLCI number is a local identifier between the DTE and the DCE
· identifies logical circuit between the source & destination
· Service Level Agreement (SLA)
· provided by the carrier
· specifies the committed information rate (CIR)
· rate which the Frame Relay switch agrees to transfer data
>>>> Frame Relay Topologies 

· Two common topologies 
· Fully meshed topology
· every Frame Relay device has a PVC to every other device on the multipoint WAN
· any update sent by one device is seen by every other
· entire Frame Relay WAN can be treated as one data link
· Partially meshed topology
· often called a star or hub-and-spokes topology
· not every device has a PVC to every other device

>> Circuit Switched Network

· Temporary physical circuit like a normal telephone
· established, maintained, & terminated for each session
· only established when required

· ISDN is an example of a circuit-switched technology
· Generally low bandwidth
· 48kbps on normal phone lines

· ISDN connections are limited to 64 or 128 kbps
· Can be used for

· mobile user connections to corporate networks

· backup for high speed WAN connections
DDR – (Dial-on-Demand Routing)
· Dynamically initiate & close circuit-switched sessions as required

· only establish connection if requested

· can use to load share across multiple lines (modems)

· invoke other lines when traffic high or as backup on failure

· Minimizes cost by only establishing connections as required

· Connects when traffic as indicated by traffic

· Or when interesting traffic detected

· Can specify interesting traffic in DDR configuration
ISDN
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· Terminal Equipment 1 (TE1) ( a device compatible with ISDN network ( connects to NT1 or NT2
· Terminal Equipment 2 (TE2) ( a device NOT compatible with ISDN ( (requires a TA

· TA (Terminal Adapter)
· converts standard electrical signals into the form used by ISDN
· allows non-ISDN devices to connect to the ISDN network

· NT Type 1 (NT1) ( connects 4-wire ISDN subscriber wiring to standard 2-wire local loop facility

· NT Type 2 (NT2) ( Directs traffic to & from different subscriber devices & the NT1 ( an intelligent device that performs switching & concentrating

· S/T interface ( defines the interface between TE1 & NT  *and*  between TA & NT
· R interface ( defines the interface between a TE2 & TA.

· U interface ( defines the two-wire interface between the NT & the ISDN cloud.
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ISDN Basic Rate Interface (BRI)
· There are two ISDN services:
· Basic Rate Interface (BRI)
· Primary Rate Interface (PRI)
· ISDN BRI - often referred to as 2B+D
· mostly uses copper twisted-pair telephone wiring ISDN BRI
· delivers a total bandwidth of 144 kbps line in three separate channels
· Two B (bearer) channels operate at 64 kbps
· used to carry voice or data traffic
· Third D (delta) channel 

· 6-kbps signalling channel for instructions regarding B channels

	· A WAN is used to interconnect LANs separated by a large geographic distance. 

· A WAN provides a data path between routers & the LANs that each router supports. 

· Many types of WAN services are available to the WAN subscriber, which must know how to interface to the WAN provider’s service. 

· WAN devices include WAN switches, modems, and ISDN TAs. 

· A WAN mainly operates at the OSI physical and data link layers. 

· WAN encapsulation formats include: PPP & HDLC encapsulation. 

· WAN link options include:
· dedicated lines such as point-to-point links
· packet-switched connections such as Frame Relay, &

· circuit-switched connections such as DDR and ISDN.



· A WAN data link protocol uses 1 data path to carry frames between systems

· Each WAN connection type uses a layer 2 protocol encapsulation type.

· A CSU/DSU is generally used as a DCE
· ISDN uses TDM (time-division multiplexing)

· A TA (Terminal Adapter) is used to connect ISDN BRI connection to other interfaces

· HDLC is the default encapsulation for serial interfaces on a Cisco router

· HDLC does not support windowing

· PPP ( supports multiple upper layer protocols and is RFC based

3 WAN Design

WAN Design Requirements
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· Overview of the three types of WANs to be used in TCS
Circuit and Packet Switched WANs

· WANs have low bandwidth and high cost

· are rented from a service provider

· taxed by multimedia, web presence, intranets, QoS …
· Considerations may include

· traffic optimisation
· multiple paths for redundancy
· dial backup for disaster recovery
· quality of service (QoS) for critical applications (bandwidth, latency)

· Circuit-switched networks
· offer users dedicated bandwidth that cannot be used by other users

· Packet switched networks
· devices share a single point-to-point link on a carrier network
· offers more flexibility and uses network bandwidth more efficiently

WAN Design

· Want high availability, high bandwidth at lowest cost!

· Environmental variables
· location of hosts, servers, terminals, and other end nodes
· projected traffic for the environment
· projected costs for delivering different service levels
· Performance constraints
· network reliability and traffic throughput
· host/client computer, NIC and hard drive speeds

· Networking 
· network topology
· line capacities
· packet traffic
System and User Requirements

· Gather

· business & technical requirements

· performance requirements (response times, throughput)

· availability requirements (access to resources, reliability, redundancy)

· Sources of user information

· user community profiles-Outline 

· interviews, focus groups, and surveys 

· human factors tests (most expensive, time-consuming)

· Identify

· data flows

· where shared data resides and who uses it
· determine whether data outside the company is accessed
· current user applications and their projected needs
· average and peak data rates for each source over time
· sensitivity testing - breaking stable links and observing what happens

Hierarchical WAN Designs

· (1) Mesh structure
· network topology is flat
· all routers perform essentially the same functions,
· usually no clear definition of where specific functions are performed
· expansion generally haphazard
· (2) Hierarchical structure
· network is organized in layers with one or more specific functions
· scalable
· ease of implementation 
· ease of troubleshooting

· predictable
· protocol support simpler

· manageability
Three hierarchical WAN design layers
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· Hierarchical network design includes three layers: 

· core layer provides optimal transport between sites 

· distribution layer provides policy-based connectivity 

· access layer provides workgroup and user access to network
Three-Layer Design Model Components

· Core layer 
· fast wide-area connections between remote sites
· usually point-to-point (rarely any hosts in the core layer)

· core services typically are leased from a telecom service provider
· for example, T1/T3, Frame Relay, SMDS
· Distribution layer
· provides network services to multiple LANs within WAN
· where the WAN backbone network is found
· typically based on Fast Ethernet
· this layer is implemented on large sites to interconnect buildings
· Access layer
· LAN or a group of LANs (Ethernet or Token Ring)

· Layer 3 devices separate the network into broadcast domain
Core Layer Functions
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· Redundant Paths

· load sharing

· rapid convergence

· efficient use of bandwidth

· no Access control lists or filtering (to slow WAN)
Distribution Layer Functions
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· Address or area aggregationn
· departmental or workgroup access to the core layer 

· broadcast/multicast domain definition 

· Virtual LAN (VLAN) routing 

· any media transitions that need to occur 

· security
· access to services
Access Layer Functions
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· Provide logical segmentation

· group users with common interests

· isolate broadcast traffic from the workgroup
One Layer Design
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· Used if multiple sites are small

· each site has its own file server (less shared resources)

· each site is a single broadcast domain
Two Layer Design
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· Additional site used to concentrate sites
Traffic Patterns
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· Routers only forward data traffic up the hierarchy as far as required

· then back down to destination
Traffic Patterns
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Traffic Patterns - Two Tier
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Server Placement
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· Place enterprise server in the access layer of Site 1
· traffic forced to go across links between Routers 1 and 2
· consumes major quantities of bandwidth from Site 1
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Non-Dedicated Links
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· Can use non- dedicated links
· Frame Relay and ISDN are two alternatives
· if low demand for access corporate network
· use ISDN

	· WAN design includes gathering and analyzing requirements such as traffic load and response time.  

· The most scalable design for WAN implementation is a hierarchical model, with each layer performing a particular function. 

· The hierarchical design model consists of core-layer functions, distribution-layer functions, and access-layer functions. 

· Enterprise WANs can be made up of several different WAN technologies, such as Frame Relay and ISDN. 

· Placement of servers is critical for controlling traffic patterns across the WAN. 



4 PPP (Point-to-Point Protocol)

Point-to-Point Protocol (PPP)
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· SLIP
· Serial Line Internet Protocol was used up to late 1980s
· But was limiting the Internet's growth
· PPP
· created to solve remote Internet connectivity problems
· needed to be able to dynamically assign IP addresses
· and allow for use of multiple protocols
· provides router-to-router and host-to-network connections
· over both synchronous and asynchronous circuits 
PPP

· PPP is the most widely used WAN protocol  

· PPP provides

· Control of data link setup 
· Dynamic assignment of IP addresses 

· Network protocol multiplexing 

· Link configuration and link quality testing 

· Error detection 

· Negotiation options  

· network-layer address negotiation 

· and data compression negotiations 

PPP Components
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· (1) Encapsulating datagrams over serial links

· PPP uses High-Level Data Link Control (HDLC) 
· (2) A Link Control Protocol (LCP)
· for establishing, configuring, and testing the data-link connection
· (3) A family of Network Control Protocols (NCPs)
· config & encapsulate multiple network-layer protocols simultaneously

· Lower-level functions use:

· Synchronous media (i.e. ISDN connection)

· Asynchronous media (i.e. analogue modem connections)
· Higher-level functions (of 2 layer structure)
· supports or encapsulates network-layer protocols

· higher-layer protocols include

· BCP -- Bridge Control Protocol 

· IPCP -- Internet Protocol Control Protocol 

· IPXCP -- Internetwork Packet Exchange Control Protocol 
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· Flag
· Indicates the beginning or end of a frame
· consists of the binary sequence 01111110. 

· Address
· Consists of the standard broadcast address (11111111)

· PPP does not assign individual station addresses

· Control
· 1 byte that consists of the binary sequence 00000011
· which calls for transmission of user data in an unsequenced frame
· A connection-less link service like LLC Type 1 is provided

· Protocol
· 2 bytes that identify the protocol encapsulated in data field 
· Data
· 0 to default max length of 1,500 bytes
· end of data field -  closing flag sequence (allowing 2 bytes for FCS) 
· FCS
· Normally 16 bits (2 bytes) for error control purposes
4 Phase PPP link Negotiation

· Establish, configure, maintain and terminate PPP connection
Phase 1. Link establishment and configuration negotiation
· originating PPP node sends LCP frames
· to configure and establish the data link
Phase 2. Link-quality determination
· link is tested for link quality (optional phase)

Phase 3. Network-layer protocol configuration negotiation
· originating PPP node sends NCP frames
· to choose and configure network-layer protocols
Phase 4. Link termination
· LCP or NCP frames close the link
· or inactivity timer expires, loss of carrier or a user intervenes
LCP Frames

· There are three classes of LCP frames:

· Link establishment frames
( Used to establish and configure a link. 

· Link termination frames
( Used to terminate a link. 

· Link maintenance frames
( Used to manage and debug a link
· LCP frames are used for each of the LCP phases: 
· (1) Link establishment
· (2) Link quality (optional)
· (3) Network-layer protocol
· (4) Link termination
1. Link Establishment & Configuration Negotiation

· LCP packets sent configure and establish data link
· Must first open connection

· then negotiate the configuration parameters
· LCP packet has a config option field to negotiate options
· maximum transmission unit (MTU)
· compression of certain PPP fields
· and the link authentication protocol
· If no option included default value is assumed
· Phase complete when configuration ack frame has been sent & received

2. Link Quality Determination

· Optional link-quality determination phase (after link establishment phase)
· link-quality determination phase
· link tested to see if quality sufficient for network-layer protocols
· authentication protocol can be negotiated
· client or user workstation will then require authentication

· network-layer negotiation phase can be delayed till authentication OK
· PPP supports two authentication protocols
· Password Authentication Protocol (PAP)
· Challenge Handshake Authentication Protocol (CHAP)
· Both of these protocols are detailed in RFC 1334
3. Network-Layer Protocol Configuration Negotiation

· After link-quality determination phase
· Separately configure individual network-layer protocols
· uses appropriate NCP for each protocol

· Each protocol can be brought up and taken down at any time

· If LCP closes the link it informs the network-layer protocols
· To activate PPP

· Router(config)# encapsulation ppp 

· To check LCP and NCP states
· Router# show interfaces
4. Termination Phase

· inactivity timer expires, loss of carrier or a user termination
PPP Authentication – PAP
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· Password Authentication Protocol (PAP)
· done after link establishment phase is complete
· uses a two-way handshake
· a username/password pair is repeatedly sent by the remote node 
· continues until authentication acknowledged or connection terminated
· PAP is not a strong authentication protocol
· Passwords are sent across the link in clear text
· there is no protection from playback or repeated trial-and-error attacks
· remote node is in control of frequency and timing of login attempts
· PAP verifies only once which make it susceptible to hacking
PPP Authentication – CHAP
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· Challenge Handshake Authentication Protocol (CHAP)

· Uses a three-way handshake (to challenge caller)

· host sends a challenge message to the remote node
· the remote node responds with a value
· the host checks the response against its own value
· if the values match the authentication is acknowledged
· otherwise the connection is terminated

· allows periodic, unannounced challenges to validate password 

· password changes uniquely and unpredictably during existence of link

· local router or authentication server (Netscape Commerce Server)
· is in control of the frequency and timing of the challenges
PPP Configuration

[image: image40]
CHAP Configuration

· To use the same host name on multiple routers
· remote users think the’re connecting to same router on authentication
· configure the same host name on each router: 
· Router(config-if)# ppp chap hostname 
· To use a password to authenticate an unknown host
· limits the number of username/password entries in the router
· to configure  password to be sent to hosts that want to authenticate the router:
· Router(config-if)# ppp chap password
· This password not used when router authenticates a remote device

	· PPP is the most widely used WAN protocol. 

· PPP addresses the problems of Internet connectivity by providing a LCP and a family of NCPs to negotiate optional configuration parameters and facilities. 

· A PPP session has four phases: 

· Link establishment 

· Link quality determination 

· Network-layer protocol configuration 

· Link termination.  

· You can select PAP or CHAP when configuring PPP authentication. 

· PAP is not a strong authentication protocol. 

· CHAP provides protection against playback attacks through the use of a variable challenge value that is unique and unpredictable. 

· You configure the interface for PPP encapsulation by using the encapsulation ppp command. 

· When PPP is configured, you can check its LCP and NCP states by using the show interfaces command. 




5 ISDN (Integrated Services Digital Network)

ISDN
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· The ISDN standards
· define the hardware and call setup schemes for end-to-end digital connectivity
· Use existing telephone wiring
· 1. Faster call setup than modem connections (1 sec)

· uses out-of-band (D, or delta, channel) signalling
· 2. Faster data transfer rate than modems
· use the bearer channel (B channel of 64Kbps)
· multiple B channels offers more bandwidth than some leased lines
· two B channels (64Kbps) offer 128Kbps
· Or can be used for both voice and data

· Can be used for PPP links
· As ISDN uses a public network
· must to address security

· As ISDN is call based
· avoids cost of full-time services such as leased lines or Frame Relay
· must monitor traffic and call costs to stay within budget
[image: image101.jpg]


ISDN Components
· TA - Terminal Adapters (may be a board in a TE2)

· NT - Network-Termination devices

· TE1 - Terminal Equipment type 1 - Specialized ISDN terminals
· TE2 - Non-ISDN terminals (DTE that predates ISDN)
ISDN Reference Points

[image: image41]
ISDN Reference Points
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· Must identify correct interface type for a device
ISDN Reference Points
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· Two ISDN compatible devices

· attached through an S reference point to NT2 devices
· Third device is a standard, non-ISDN telephone
· attaches through the R reference point to a TA
ISDN Switches and SPIDs

· Need switch type your service provider uses
· Switch types aren’t std and are different in other countries

· Service Profile Identifiers (SPIDs)
· SPIDs are a series of characters
· that can look like phone numbers
· assigned to your connectionby ISDN carrier
· identify user and the line configuration
· appropriate services ordered are then linked to connection

ISDN Protocols

[image: image45]
· Cisco routers have debug commands to monitor Q.931 and Q.921 processes when ISDN call is being initiated or terminated
ISDN and OSI Layers
· ISDN utilizes a suite of ITU-T standards
· spanning the physical, data link, and network layers
· The physical layer 
· Basic Rate Interface (BRI) physical-layer spec defined in ITU-T I.430
· Primary Rate Interface (PRI) spec defined in ITU-T I.431
· The data link layer
· data link-layer specification is based on LAPD
· specified in ITU-T Q.920, ITU-T Q.921, ITU-TQ.922 and ITU-T Q.923
· The ISDN network layer
· network layer is defined in ITU-T Q.930 (also known as I.450)
· and ITU-T Q.931 (also known as I.451)
· together these two standards specify
· user-to-user, circuit-switched, and packet-switched connections
Physical ISDN Connection Layout
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· CPE - Customer Premises Equipment
ISDN physical layer

[image: image47]
· Physical-layer (Layer 1) frame formats differ for

· TE frame is outbound (from terminal to network)

· NT frame is inbound (from network to terminal)

· Both of the frames are 48 bits long, of which 36 bits represent data
ISDN Physical-Layer Frame Format

· Actually frames are two 24 bit frames in succession consisting of 
· 2 x 8-bit B channels and 1 x 2-bit D channel
· 1 x 6 bits of framing information
· 2*(2*8B+2D+6F) = 32B+4D+12F = 36BD+12F = 48BDF
· ISDN physical-layer frame bits: 

· Framing bit
· provides synchronization

· Load balancing bit
· adjusts the average bit value

· Echo of previous D channel bits
· for contention resolution
· Activation bit
· activates devices

· Spare bit (Unassigned)
· B1 channel bits

· B2 channel bits

· 8 Added channel bit counts bits

· D channel bits - used for user data
ISDN Data Link Layer
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· Link Access Procedure on the D channel (LAPD)
· Layer 2 ISDN signalling protocol 
· similar to High-Level Data Link Control (HDLC)
· and Link Access Procedure, Balanced (LAPB)
· used across the D channel
· ensures control and signalling information flows properly
Link Access Procedure on the D channel (LAPD)

· The LAPD flag and control fields are identical to HDLC
· Address field
· can be either 1 or 2 bytes long
· If extended address bit of first byte set, address is 1 byte
· if not set the address is 2 bytes
· First address field byte
· contains the Service Access Point Identifier (SAPI)
· identifies the portal at which LAPD services are provided to Layer 3
· Command/ Response (C/R) bit 
· indicates whether the frame contains a command or a response
· Terminal Endpoint identifier (TEI) field
· identifies either a single terminal or multiple terminals
· All 1s in the TEI field indicates a broadcast
ISDN Network Layer

· Two Layer 3 specifics are used for ISDN signalling
· ITU-T I.450 (also known as ITU-T Q.930)
· ITU-T I.451 (also known as ITU-T Q.931)
· Together, these protocols support
· user-to-user
· circuit-switched
· and packet-switched connections
· Also specified are a variety of 
· call establishment
· call termination
· information 
· and miscellaneous messages
· setup, connect, release, user info, cancel, status & disconnect
Stages of an ISDN circuit-switched call
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ISDN Encapsulation

· Several encapsulation choices are available
· two most common ISDN encapsulations are PPP and HDLC
· ISDN defaults to HDLC
· However, PPP is much more robust than HDLC
· it provides an excellent mechanism for authentication
· and negotiation of compatible link and protocol configuration
· One of the other encapsulations for end-to-end ISDN is LAPB
· LAPB - Link Access Procedure Balanced
· ISDN interfaces allow only a single encapsulation type
· once an ISDN call has been established
· router can use ISDN cloud to carry any network-layer protocols (ie IP)

· to multiple destinations
Advantages of PPP 

· Most networking designs use PPP for encapsulation
· establish links, provide security, encapsulate data traffic
· can be used by network protocols such as IP and IPX
· PPP is an open standard specified by RFC 1661
· PPP uses Link Control Protocol (LCP)
· initially establishes link and agrees on configuration
· built-in security features in the protocol
· Password Authentication Protocol (PAP)
· Challenge Handshake Authentication Protocol (CHAP)
PPP Components

· PPP framing
· PPP uses HDLC-like framing (RFC 1662 )

· different PPP implemention on asynchronous and synchronous links
· enable synch-to-async PPP frame conversion in ISDN TA
· LCP (Link Control Protocol)
· establish, config, maintain and terminating point-to-point connection
· LCP must first open the connection and negotiate config parameters
· Complete when a config ack frame has been both sent and received
· PPP authentication (defined in RFC 1334)

· used to provide primary security on ISDN and other PPP encapsulated links
· PAP unidirectional and uses plain text password

· CHAP - preferred

· bi-directional uses a three-way handshake
· Avoids  sending the password in clear text on the PPP link
ISDN Uses
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· Remote access 

· Remote nodes 

· Small office/home office (SOHO) connectivity

Remote User
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· Occasional or mobile access

· Connect to LAN through Public Switched Telephone Network (PSTN)
· Low speed connection via analogue modem

· User appears and functions as a host on corporate LAN

· LAN typically uses a Access server (combines modem and router)
Full-Time Telecommuter
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· The full-time telecommuter/teleworker
· User who normally works out of the home

· Requires additional bandwidth

· Uses ISDN for both phone and data

· Uses ISDN router and remote client software
SOHO
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· Small Office or Home Office (SOHO)
· require more speed and reliable than analogue dialup line

· Use dialup ISDN router and ISDN BRI connection
ISDN BRI and PRI

· There are two ISDN services: BRI and PRI
· The ISDN BRI service
· offers two 8-bit B channels and one 2-bit D channel
· often referred to as 2B+D
· ISDN BRI
· delivers a total bandwidth of a 144-kbps line
· Split into three separate channels
· 8k frames/sec*(2*8-bit B channel+2 bit D channel)=8k*18 = 144kbps
· BRI B channel service operates at 64 kbps
· (8000 frames per second* 8-bit B channel)
· and is meant to carry user data and voice traffic

· each of the B channels for independent voice and/or data applications
BRI D Channel

· The D channel
· 16 kbps (8000 frames per second * 2 bit) 
· control and signalling channel for B channels
· occurs at Layers 1 through 3 of the OSI reference model

· Contention

· Terminal waits for specified number of 1�fs (indicating no signal) 
· If TE detects a bit in the echo (E) channel different from its D bits
· it stops transmitting immediately
· similar to collision detection in Ethernet LANs
· telephone connections have higher priority than all other services
· signalling has a higher priority than non-signalling information

ISDN PRI service

· ISDN PRI in North America and Japan
· 23 x 8-bit channels and 1 8-bit D channel
· plus 1 framing bit in
· yielding a total bit rate of 1.544 Mbps
· (8000 frames per second * (23 * 8-bit B channels + 8-bit D channel + 1 bit framing) = 8000*8*24.125 = 1.544 Mbps)
· the PRI D channel runs at 64 kbps
· ISDN PRI in Europe, Australia, and other parts of the world
· provides 30 x 8-bit B channels plus one 8-bit D channel plus one 8-bit Framing channel
· total interface rate of 2.048 Mbps (8000 frames per second* (30*8-bit B channels + 8-bit D channel + 8-bit Framing channel = 8000*8*32 =2.048 Mbps)
· In the T1/E1 and higher data rate frames
· B channels use switched multiplexed synchronous links thru PTSN

· allows continuous data without pauses, dropped data, or degradation
BRI Connection
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· Interface of local loop at NT1 is called the U reference point
· On customer premise side of NT1 is the S/T reference point

BRI Connectivity

· Two common ISDN CPE are available for BRI services:
· LAN routers
· PC TAs
· ISDN LAN routers
· provide routing between ISDN BRI and the LAN
· use dial-on-demand routing (DDR) to manage calls (transparently)

· DDR controls use and release of secondary B channels based on load Multilink PPP provides bandwidth aggregation for multiple B channels
· PC TAs connect to PC workstations
· PC bus card or external on serial ports (like modems)

· Cisco 200 Series PC cards can provide ISDN services to a PC
ISDN Configuration

· Global Configuration

· Select switch type
· Specify (interesting) traffic to trigger DDR
· Interface Configuration

· Specify interface type BRI
· the number for this ISDN BRI port
· the interface uses an IP address and subnet mask
· configure ISDN addressing with DDR dialer information
· any ID supplied by the ISDN service provider
· indicate that the interface is part of the dialer group
· ISDN SPIDs
ISD BRI Config

· Command:
interface bri number

[image: image56]
· number - port, connector, or interface card number
· numbers assigned at factory or when added to a system
· can be displayed by using the �gshow interfaces�h command.

· example output 
· configures BRI 0 to call and receive calls from two sites
· uses PPP encapsulation on outgoing calls
· and uses CHAP authentication on incoming calls
Setting ISDN Switch Type

· Before using ISDN BRI define the ISDN switch-type
· specify the CO switch to which the router connects
· Command:
isdn switch-type switch-type 
· Argument switch-type indicates service provider switch type
· switch-type defaults to none
· this disables the switch on the ISDN interface
· To disable the switch on the ISDN interface
· isdn switch-type none
· The following example configures the AT&T 5ESS switch
· isdn switch-type basic-5ess 

Supported Switch Types

· For list use: 
ISDN switch type ? 
Setting SPIDs if Necessary

· SPIDs
· allow multiple ISDN devices to share the local loop
· such as voice and data devices
· SPIDs are required for each dialup

· Router(config)# isdn spid1 spid-number [ldn]
· Router(config)# isdn spid2 spid-number [ldn]
· Commands are for B1 and B2 channel respectively

· Spid-number identifies subscribed service

· Usually 10 digit telephone number with extra digits

· optional LDN is for a local dial directory number
· no isdn spid2 spid-number [ldn] ( disables specified spid
ISDN BRI Configuration
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BRI Commands and Parameters
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Dialer Map Parameters
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· dialer map ip address name router-name isdn-con-number
Show isdn status – Command
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Dial-on-Demand Routing (DDR)

· DDR creates connectivity between ISDN sites
· gives illusion of full-time connectivity over circuit-switched connections
· establish and release circuit-switched connections as needed
· provide network routing and directory services
· DDR issues:

· Which sites can initiate connections based on traffic? 

· Is dial-out required to SOHO sites?
· Is dial-out required for network or workstation management?
· Which sites can terminate connections based on idle links? 

· How are directory services and routing tables supported across an idle connection? 

· What applications need to be supported over DDR connections?
· For how many users do they need to be supported? 

· What unexpected protocols might cause DDR connections?
· Can they be filtered? 
Verifying DDR Operation
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	Trouble-shooting SPID Problems
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· Use the debug isdn q921 command
· In example - isdn spid1 was rejected by the ISDN switch

	Trouble Shooting DDR Problems

[image: image63]


Check ISDN Line Status
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· Example checks status of the Cisco 700 ISDN line
· Using show status command

	· ISDN provides an integrated voice/data capability that uses the public switched network. 

· ISDN components include terminals, TAs, NT devices, and ISDN switches. 

· ISDN reference points define logical interfaces between functional groupings, such as TAs and NT1s. 

· ISDN is addressed by a suite of ITU-T standards, spanning the physical, data link, and network layers of the OSI reference model. 

· The two most common encapsulation choices for ISDN are PPP and HDLC. 

· ISDN has many uses, including remote access, remote nodes, and SOHO connectivity. 

· There are two ISDN services: BRI and PRI. 

· ISDN BRI delivers a total bandwidth of 144 kbps within three separate channels.  

· BRI configuration involves the configuration of a BRI interface, an ISDN switch type, and ISDN SPIDs. 

· DDR establishes and releases circuit switched connections as needed.



6 Frame Relay

Frame Relay

· ISDN
· circuit switched and uses physical circuits
· Frame Relay
· packet-switched and uses (multiple) virtual circuits
· using High-Level Data Link Control (HDLC) encapsulation
· Industry standard for sending data over a public data network (PDN)
· high performance and efficient 
· operates at the physical and data link layers of the OSI model
· uses virtual circuits to make connections through a connection-oriented service (only for duration of session)

· relies on upper-layer protocols such as TCP for error correction
· originally conceived as a protocol for use over ISDN interface

[image: image102.jpg]co CcPE

Demarcation|

connection




Frame Relay network

· A Frame Relay network
· Can be carrier provided or private

· can consist of computers, servers, etc. on user end
· as well as of Frame Relay network devices
· such as switches, routers, CSU/DSUs, or multiplexers

Frame Relay Terminology
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· Access Rate:  clock (port) speed on connection (local loop)

· Local (access) loop: connection to Frame Relay cloud (T1 and 64k above)

· Data Link Connection Identifier (DLCI): identifies connection end points

· Only relevant to local network

· Frame Relay switch maps DLCIs between pairs of routers

· creates a permanent virtual circuit

Terminology (Cont)

· Local management interface (LMI)
· signalling standard between customer premises equipment (CPE) 
· and Frame Relay switch responsible for managing the connection
· LMIs can include support for
· a keepalive mechanism
· multicast mechanism
· multicast addressing
· status mechanism
· There are several LMI types
· routers need to be told which LMI type is being used
· three types of LMIs are supported
· cisco, ansi, and q933a

Terminology (Cont)

· Committed information rate (CIR)
· guaranteed rate in bits per sec service provider commits to providing
· Committed burst
· max bits a switch agrees to transfer during a time interval (noted Bc)
· Excess burst 
· Max uncommitted bits a switch attempts to transfer beyond the CIR
· dependent on the service offerings available by the vendor
· typically limited to the port speed of the local access loop
· Forward explicit congestion notification (FECN)
· bit set in frame notifies DTE that congestion avoidance procedures should be initiated by the receiving device
· When a Frame Relay switch recognizes congestion in the network
· sends FECN packet to the destination device indicating congestion

Terminology (Cont)

· Backward explicit congestion notification (BECN)
· bit is set in a frame
· notifies DTE to init congestion avoidance procedures at receive device

· See diagram:

· Frame Relay switch recognizes congestion in the network
· sends a BECN packet to the source router
· instructing the router to reduce the rate at which it is sending packets
· If router receives any BECNs during the current time interval
· it decreases the transmit rate by 25%
· Discard eligibility (DE) indicator
· bit is set in frame

· the DE bit is set on the oversubscribed traffic
· that is, the traffic that was received after the CIR was met 
· if congestion Frame Relay switch can drop DE packets first
	Frame Relay Operation
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· Operates over mixed traffic link

· Requires Frame Relay switch at telecommunications carrier
· Speeds are typically between 56 kbps and 2 Mbps (only charge for use)
	Terminology (Cont)
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Frame Relay Terms

· Access rate 
· Data-link connection identifier (DLCI) 

· Local management interface (LMI) 
· Committed information rate (CIR) 
· Committed burst 
· Excess burst 
· Forward explicit congestion notification (FECN) 
· Backward explicit congestion notification (BECN) 
· Discard eligibility (DE) indicator

Frame Relay Multiplexing
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· Time Division Multiplexing is used to manage bandwidth

· Virtual circuits are set up within channels

· Individual user bandwidth is negotiated with provider (SLA)

· Excess bandwidth may be available if not used
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Frame Relay DLCI

· DLCIs are only used between providers switch and user network

· provider switch equip constructs table mapping DLCIs to outbound ports

· complete path to destination is established before first frame is sent

· Permanent virtual circuits (PVCs) as above are also available

Frame Relay Frame Format
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· Frame Relay frame fields:

· Flag (start and end of frame)
· Address includes

· length of the Address field
· DLCI Value (10 bits)

· congestion Control ( FECN, BECN, DE - 3 bits)
· Data (variable-length)
· FCS (Frame check sequence)

DLCI Address Range
· DLCIs only have local significance

· DLCI address space is limited to 10 bits
· This creates a possible 1024 DLCI addresses
· usable portion of addresses determined by LMI type used
· The Cisco LMI type
· range of DLCI addresses from DLCI 16-1007 for user-data
· The ANSI/ITU LMI type
· range of addresses from DLCI 16-992 for user-data
· Remaining addresses reserved for vendor implementation
· This includes LMI messages and multicast addresses

DLCI Address Example
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· Note DLCIs only have local significance 
· Los Angeles uses DLCI 22 to refer to its PVC with Atlanta
· whereas Atlanta refers to the same PVC as DLCI 82
· Frame Relay mapping uses internal addressing mapped to each port
Local Management Interface (LMI)

· In 1990 LMI added to frame relay for Internetworking

· The main functions of LMI process are:

· determine operational status of PVCs router knows about 

· transmit keepalive packets
· To ensures PVC does not shut down due to inactivity 

· To tell the router what PVCs are available
· Three LMI types can be invoked by the router:
· ansi, cisco and q933a

LMI Extensions

· Virtual circuit status messages (common)
· periodically reporting the existence of new PVCs
· deletion of already existing PVCs
· provide general information about PVC integrity
· prevent the sending of data over PVCs that no longer exist. 
· Multicasting (optional) 
· transmit  single frame to multiple recipients simultaneously 
· Global addressing (optional) 
· Gives connection identifiers global rather than local significance
· allows use of address resolution and discovery

· otherwise would have to build static maps of addresses

· Simple flow control (optional)
· Provides for an XON/XOFF flow control mechanism

LMI Frame Format
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· LMI frames distinguished by LMI-specific DLCI = 1023
LMI Frame Fields

· Standard flag and LMI DLCI fields then 4 mandatory bytes
· (1) Unumbered information indicator
· same format as LAPB unnumbered information (UI) frame indicator
· with the poll/final bit set to zero
· (2) Protocol discriminator
· set to a value that indicates LMI
· (3) Call reference
· always filled with zeros.

· (4) Message type field (2 types)

· status messages (i.e. keep alives)

· status-enquiry messages (i.e. report on each DLCI for link)

· Information element (IE) (variable length)

· Each IE consists of a 1-byte IE identifier, an IE length field, and 1 or more bytes containing actual data

Inverse ARP
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· The Inverse ARP mechanism
· allows the router to automatically build the Frame Relay map
· router learns DLCIs in use from switch during initial LMI exchange
· the router then sends an Inverse ARP request to each DLCI
· for each protocol configured on the interface
· return information is used to build the Frame Relay map

Multicast

· Allows messages to be sent to specific groups of routers
· multicast groups are designated by DLCI values 1019 to 1022
· Multicast frame is replicated
· and sent to all exit points in the designated set
· LMI messages may also notify user devices of the addition, deletion, and presence of multicast groups
Frame Relay Mapping
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· Router supplies next hop address

· Frame Relay map then resolves address to a Frame Relay DLCI
· The routing table is used to supply
· the next-hop protocol address or the DLCI for outgoing traffic
· Map can be statically configured in the router
· or Inverse ARP can be used for automatic setup of the map

Frame Relay Switching Table
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· Table consists of four entries
· two for incoming port and DLCI
· two for outgoing port and DLCI

Subinterfaces
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· Multiple logical subinterfaces can be created on one physical interface

· each PVC can be configured as a point-to-point connection
· this allows each subinterface to act as a dedicated line
· routing updates go out each interface as if they were separate interfaces

· subinterfaces can resolve split horizon issues

· a single router interface can service many remote locations through individual unique subinterfaces (cost effective)
	With Subinterface
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	With Subinterface
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Split Horizon
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· If you learn about a route on an interface

· Do not send information about that route back through that interface
Split Horizon on Frame Relay
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· If remote router sends update to the headquarters router
· that is connecting multiple PVCs over a single physical interface
· The headquarters router cannot advertise that route
· through the same physical interface to other remote routers

Point-to-Point and Multipoint Reachability 

· Subinterfaces can be configured for:

· (1) Point-to-point 
· single PVC to physical interface or subinterface on a remote router
· the interfaces would be in the same subnet
· and each interface would have a single DLCI
· each point-to-point connection is its own subnet
· broadcasts not a problem as routers are point-to-point  
· (2) Multipoint 
· multiple PVC to physical interfaces or subinterfaces on remote routers
· all the participating interfaces would be in the same subnet
· and each interface would have its own local DLCI
· subinterface is acting like a regular Frame Relay network
· So routing updates are subject to split horizon

Configuration of Basic Frame Relay
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· Basic Frame Relay configuration (next example)

· assumes configure Frame Relay on one or more physical interfaces
· and LMI and Inverse ARP are supported by the remote router(s)
· in this type of environment
· LMI notifies the router about the available DLCIs
· Inverse ARP is enabled by default (doesnt appear in config output)
	Basic Frame Relay Configuration
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	Verifying Frame Relay Operation
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	Confirming Frame Relay Line is Up
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Confirming Frame Relay Maps
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Confirming Connectivity to Central Site Router
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Configure Serial Interface for Frame Relay Encapsulation
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Optional Frame Relay Commands
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Verifying Frame Relay Configuration
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Inverse ARP (optional)
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· Inverse ARP 

· request the next-hop protocol address for a specific connection

· responses entered in address-to-DLCI map (Frame Relay map) table

· the table is then used to route outgoing traffic

· When Inverse ARP is not supported by the remote router

· when configuring OSPF over Frame Relay

· or when you want to control broadcast traffic while using routing

· you must define the address-to-DLCI table statically

· The static entries are referred to as static maps.Keep Alive (optional)

Keep Alive (optional)
· Can extend or reduce the keep alive interval
· the default is 10 seconds
· router(config-if)# keepalive number 
· number is the value in seconds
· usually 2 to 3 seconds less than setting of the Frame Relay switch
· to ensure proper synchronization
· If an LMI type is not used in the network
· or when you are doing back-to-back testing between routers
· you need to specify the DLCI for each local interface
· router(config-if)# frame-relay local-dlci number
· where number is the DLCI on the local interface to be used

	· Frame Relay WAN technology provides a flexible method of connecting LANs over Frame Relay WAN links. 

· Frame Relay provides a packet-switching data communication capability that is used across the interface between user devices (such as routers, bridges, and host machines) and network equipment (such as switching nodes). 

· Frame Relay uses virtual circuits to establish connections across the WAN.
· The main functions of the LMI process are:
· Determine the operational status of the various PVCs that the router knows about 

· Transmit keepalive packets to ensure that the PVC stays up and does not shut down due to inactivity 

· Tell the router what PVCs are available 

· The Inverse ARP mechanism allows the router to automatically build the Frame Relay map 

· The router next-hop address determined from the routing table must be resolved to a Frame Relay DLCI 
· Frame Relay can divide a single physical WAN interface into multiple subinterfaces.



7 Network Management

Network Monitoring

· Microsoft Windows NT network monitor
· Fluke's Network Analyser
· Test for  overloaded or poorly configured components

· But only works on a single segment at a time 
· Solution: use agents on remote network segments
· SNMP was developed to be a short-term system
· But like TCP/IP has become a major standard 

· Remote Monitoring (RMON)
· major enhancement to SNMP
· give the ability to look at the network as a whole
· as opposed to looking at individual devices
· Later versions are SNMPv2 and RMON2
Simple Network Management Protocol (SNMP)
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Four Components of SNMP
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· Management Station

· network manager's interface into the network system
· programs to manipulate data from and control the network
· maintains a database of management information base (MIB)
· Management Agent (SNMP agents)
· contained in the devices that are to be managed
· Bridges, routers, hubs, and switches
· Polling management station requests data at specific intervals

· Trapping send alert if threshold exceeded
· Management Information Base 
· resident on each device that is managed
· includes Port interface data, TCP data, and ICMP data

· Network Management Protocol

· network management protocol is SNMP (application layer protocol)

· three key capabilities
· GET (retrieve data)

· PUT setting object values on agent)

· TRAP notify management console of significant events

RMON Extensions

[image: image93]
Network With RMON Probes
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RMON Probe

· Probes gather remote data in RMON
· a probe has the same function as a SNMP agent
· a probe has RMON capabilities; an agent does not
· When working with RMON, as with SNMP
· a central management console is the point of data collection
· probes gather the specified data from each segment
· and relay it to the management console
· An RMON probe is located on each segment of network
· probes can be dedicated hosts, resident on a server
· or included in a standard networking device such as a router or switch
Redundant Management Consoles
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· provide two valuable feature for the network
· more than one network administrator in different locations
· both can monitor and manage the same network
· redundancy

MIB Tree with RMON Extensions
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The Ethernet Statistics Group 

· Contains statistics gathered for each monitored subnetwork. These statistics include counters (incremental that start from zero) for bytes, packets, errors, and frame size. The other type of data reference is an index table. The table identifies each monitored Ethernet device, allowing counters to be kept for each individual Ethernet device. The Ethernet Statistics Group provides a view of the overall load and health of a subnetwork by measuring different types of errors including CRC, collisions, over and under-sized packets.

The History Control Group 

· Contains a data table that will record samples of the counters in the Ethernet Statistics Group over a specified period of time. The default time set up for sampling is every thirty minutes (1800 seconds) and the default table size is fifty entries giving a total of twenty-five hours of continuous monitoring. As the history is created for the specified counter, a new entry is created in the table at each sample interval until the limit of fifty is reached. Then as each new entry is created the oldest entry in the table is deleted. These samples provide a baseline of the network and can be used to compare against the original baseline to resolve problems or to update the baseline as the network changes.

The Alarm Group 

· Uses user specified limits that are called thresholds. If the data counters being monitored cross the thresholds, a message or alarm will be sent to the specified people. This process, known as an error trap, can automate many functions of network monitoring. Instead of having a person constantly and directly monitoring the network or waiting for a user to identify a problem with the network, the network process itself can send messages to the network personnel because of a failure or, more importantly, an impending failure. This is an important component of pre-emptive troubleshooting.

The Host Group 

· Contains counters maintained about each host discovered on the subnetwork segment. Some of the counter categories maintained are Packets, Octets, Errors, and Broadcasts. Types of counters associated with each of the previously mentioned items could be, for example, total packets, packets received, packets sent, along with many counters specific to the type of item.

The Host TOPN Group 

· Is used to prepare reports about a group of hosts that top a statistical list based on a measured parameter. The best way to describe this group is by example. A report could be generated for the top ten hosts generating broadcasts for a day. Another report might be generated for the most packets transmitted during the day. This category provides an easy way to determine who and what type of data traffic most occupies the selected subnetwork.

The Matrix Group 

· Records the data communication between two hosts on a subnetwork. This data is stored in the form of a matrix (a multi-dimensional table). One of the reports that can be generated from this category is which host utilizes a server. Reorganizing the matrix order can create other reports. For example, one report might show all users of a particular server, while another report shows all the servers used by a particular host.

The Filter Group 

· Provides a way that a management console can instruct an RMON probe to gather selected packets from a specific interface on a particular subnetwork. This selection is based on the use of two filters, the DATA and the STATUS filter. The data filter is designed to match or not match particular data patterns allowing for the selection of that particular data. The status filter is based on the type of packet looked at. This means, for example, a CRC packet or a Valid packet. These filters can be combined using logical "and" and "or" to create very complicated conditions. The filter group allows the network administrator to selectively look at different types of packets to provide better network analysis and troubleshooting.

The Packet Capture Group 

· Allows the administrator to specify a method to use to capture packets that have been selected by the Filter Group. By capturing specified packets the network administrator can look at the exact detail for packets that meet the basic filter. The packet group also specifies the quantity of the individual packet captured and the total number of packets captured.

The Event Group 

· Contains events generated by other groups in the MIB database. An example could be that a counter exceeding the threshold for that counter specified in the Alarm Group. This action would generate an event in the Event Group. Based upon this event an action could be generated, such as issuing a warning message to all the people listed in the Alarm Groups parameters or creating a logged entry in the event table. An event is generated for all comparison operations in the RMON MIB extensions.

The Token-Ring Group 

· Contains counters specific to token-ring networks. While most of the counters in the RMON extensions are not specific to any type of data-link protocol, the Statistics and History groups are. They are particularly attuned to the Ethernet protocol. The Token-ring Group creates counters necessary to monitor and manage token-ring networks using RMON.

	Understand:

· The administrative side of network management 

· Understanding and establishing the boundaries of the network 

· Costs of a network 

· Error report documentation 

· Monitoring the network 

· Connection Monitoring 

· Traffic monitoring 

· Simple Network Management Protocol 

· Remote Monitoring (RMON) 

· Troubleshooting Methods 

· Software Tools for troubleshooting



8 Network + Certification Exam Review

Not on sem4 exam?
	These %’s indicate the weight of each topic within the Net + Certification Exam:

· Basic Networking Knowledge 

18%
· Physical Layer 
 
 
6%
· Data Link Layer 
 
 
5%
· Network Layer 
 
 
5%
· Transport Layer 
 
 
5%
· TCP/IP Fundamentals 
 
16%
· TCP/IP Suite: Utilities 
 
11%
· Remote Connectivity
 
 
5%
· Security



6%
· Implementing Installation of Network
6%
· Maintaining & Supporting Network
6%
· Troubleshooting the Network 
 
11%



9 CCNA Certification Exam Review

Not on sem4 exam?
	Understand/know:
· OSI Model 

· Creating Subnets 

· Router Commands 

· Skills Based Sample Scenario
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